HAPE/IBA 3a MUHUMAJIHUTE U3MCKBAHHUS 32 MPeKOBa U
UH(POPMALMOHHA CUTYPHOCT

[Tpuera ¢ IIMC Ne 186 ot 26.07.2019 1., 06H., [IB, 6p. 59 o1 26.07.2019 r., B criia ot
26.07.2019 r., u3m., 6p. 36 ot 13.05.2022 1., Op. 47 ot 24.06.2022 1., B cuna ot 24.06.2022 r.

I'naBa nbpBa
ObIIHA ITOJIOKEHUA

Obxeam

Y. 1. (1) Tazu Hapenba ce mpuiara 3a CleJHUTE CyOEKTHU:
1. aIMMHUCTPAaTUBHUTE OPraHy;
2. omepaToOpUTe Ha CHIIECTBEHHU YCIYTH M0 CMUCHIA Ha 3aKOHA 32 KHOEPCUTYPHOCT OTHOCHO TEXHUTE
MPCKHU U I/IH(l)OpMaIII/IOHHI/I CUCTCMHU, U3IIOJI3BAHU ITPU MPCAOCTABAHCTO Ha CHIICCTBCHHA YCIIYTH,
3. mocTaBYUIMTE Ha UGPOBH YCIYTH IO CMUCHJIA HAa 3aKOHA 32 KHOEPCUTYPHOCT OTHOCHO TEXHUTE
MpEXH U UHPOPMAITMOHHN CUCTEMH, U3TIOI3BAHU MPU NPEIOCTABIHETO HA HU(POBH YCIYTH;
4. nunata, oChUIECTBSBAIIM MyOIMYHN (QYHKIIMU, KOUTO HE ca OMpEesIeHN KaTo ONepaTopu Ha
CBIIECTBEHHU YCIIYTH 110 CMHCHJIa Ha 3aKOHA 32 KHOEPCUTYPHOCT, KOTATO TE3H JIUIA MPEJOCTaBST
AIAMHUHUCTPATUBHU YCIYTH IO CIICKTPOHCH BT,
5. opraHu3aIuuTe, MPEeI0CTaBAIIN OOIIECTBEHH YCIYTH, KOUTO HE ca OTPeeICHH KaTo OIepaTopy Ha
CBIIECTBEHHU YCIIYTH WM HE Ca JIOCTaBYHIIM Ha MU(PPOBHU YCIYTH 10 CMHUCHIA Ha 3aKOHA 32
KHOEPCUTYPHOCT, KOTaTO T€3H OPTaHU3aIUH MTPEIOCTABIT aJMHHACTPATUBHH YCIIYTH MO €JIEKTPOHEH
IBT.
(2) C napenbara ce ypexaar:
1. M3UCKBaHUs 32 MUHUMAITHUTE MEPKH 32 MPEXOBa M HH(POPMAIIMOHHA CUTYPHOCT;
2. MPETOPBHUNTEITHN MEPKH 32 MPEKOBA U MHPOPMAITMOHHA CHT'YPHOCT;
3. mpaBuMIIa 32 U3BBPIIBAHE HA MPOBEPKUTE 32 CHOTBETCTBUE C M3UCKBAHUATA HA Ta3H Hapeaoa;
4. perbT 3a BOJICHE, ChbXpaHsIBAHE U JOCTBHII IO PETUCTHPA Ha CHIIIECTBEHUTE YCIYTH 1O WI. 6 OT
3akoHa 3a KHOEPCUTYPHOCT;
5. oOpaselr Ha yBEJJOMJICHUATA 32 HHIIUICHTH.

Tpunyunu

Y. 2. (1) ITo cBos XapakTep MEPKUTE 32 MpEKOBa U MH(OPMAIMOHHA CUTYPHOCT ca
OpraHU3aI[MOHHU, TEXHOJOTUYHH U TEXHUYECKH U C€ PUJIaratT B ChOTBETCTBUE ChC clielupurKara Ha
neitnoctta Ha CyOekTa 1 TpsiOBa Jia ca MOAXOAAIIU U MPOTIOPIIMOHATHH Ha PUCKOBETE 3a MOCTUTAHETO
Ha OCHOBHUTE IIeJIM Ha MpEeX0oBaTa M MHPOpPMAIIMOHHATa CUTYPHOCT.

(2) Mepkure 1o azn. 1 rapanTupaT OCHOBHHTE 1LIE€JIM HAa MpeXKoBaTa U HH(GOPMAIlMOHHATA CUTYPHOCT, a
HMMEHHO 3ara3BaHe Ha JIOCTBIIHOCTTA, MHTErpuTeTa (ISUIOCT U HATMYHOCT) M KOH(PHUISHIIUATHOCTTA Ha
nH(popMalKATa [0 BpeMe Ha LeIHs i ®U3HEH UKD (Ch3aaBaHe, 00paboTBaHe, ChbXpaHEHUE,
MIpeHacsSHEe U YHUIIO)KEHUE) BbB U Upe3 HH(OOPMAIIMOHHUTE U KOMYHUKAIIMOHHUTE CUCTEMU Ha
Cyobekra.

(3) Mepxkure 1o an. 1 ca choOpa3eHu ¢ U3UCKBaHUATA HA HALIMOHATHUTE HOPMATUBHU aKTOBE,
pernameHTuTe Ha EBponeiickus chio3 U mpueTuTe U npuiiokenu ot CyOeKkTa cTaHAapTH, KaTo ce
B3eMarT MPEABHU KPATKOCPOUHUTE, OCHOBHUTE U OOIINTE PUCKOBE 3a CUTYPHOCTTA 32 CHOTBETHUS
CEKTOp.

(4) Mepkurte 3a MpexkoBa U HHPOpPMAIIMOHHA CUTYPHOCT Ce€ TpUjaraT CboOpa3HO YKa3aHHsITA Ha
MPUIOKUMUTE MEKIYHAPOAHH CTAaHIAPTH, IOCOUYEHH B IpuiiokeHue Ne 1, mpenopbKuTe Ha
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MIPOU3BOIUTEINN M JOCTABUMIU HA CO(Tyep U Xapyep, KaKTO U ¢ JOOpUTE MPAKTUKU, TPEIOPHbYAHU OT
BOJICUIM B 00J1aCTTa Ha CUTYPHOCTTA OPTraHU3aIUH.

(5) Mepxkure 1o ain. 1 Tpsadsa na ca:

1. pa3sHOPOAHM — MOCTUTAHETO HA BCAKA OT IETUTE HAa MPEKOBATa U MH()OPMAIIHOHHATA CUTYPHOCT Ce
peanu3upa ¢ pa3IMyHH [0 XapakTep U crienudrKa MEpKH, KOETO Ch3/laBa YCIOBUE 3a MHOTOCIOHHA
3aImuTa, Wi T. Hap. "nbeiadoka orOpana';

2. KOHKPETHH U JIECHH 32 BB3IIPHEMaHe, 3a Ja C€ rapaHTHpa, Y€ MEPKUTE ACUCTBUTEIHO Ce MpHarar;
3. epuKacHU — Ja UMAT HAl-TOJISIMO BB3/ICHCTBUE BbPXY NOTECHIIMAIHY 3aIlIaXy, KaTo ce N30srea
HEHY)KEH Pa3XoJl Ha PeCypcCH;

4. MMPOIMOPUMOHATIHN HAa PUCKOBETC — C OTJIC HA IIOCTUTaHC HAa ONITUMAJIIHO CbOTHOICHUC MCKAY
Pa3xo/u U TMOJ3H MIPH peai3hpaHe Ha IeTUTe Ha MpeKoBaTa M HH(OpMAIlMOHHATA CUTYPHOCT;

5. mpoBepuMH — rapanTupar, ye CyOeKThT MOXe Ja MPEJOCTaBU Ha ChOTBETHHS HAIIMOHAJICH
KOMIIETEHTEH OpPraH 1o CMUCHIA Ha 4il. 16 oT 3akoHa 32 KHOEPCUTYPHOCT JI0KAa3aTEICTBA 32
e(EeKTUBHOTO UM TpPHJIaraHe B ChOTBETCTBHE C M3UCKBAHETO HA Wi. 16, ai. 3 OT ChIIuUs 3aKOH.

(6) MuHMMaTHUTE MEPKHU 32 MpEKOBa M MH(POPMAalIMOHHA CUTYPHOCT, IOCOUYEHHU B Ta3u Hapeada, He ca
00BBP3aHU C ONPECIICHH TEXHOJIOTHH.

I'1aBa BTOpa
MHUHUMAJIHU MEPKH 3A MPE’KOBA 1
NHOOPMAIIMOHHA CUT'YPHOCT

Pasznen 1
YupaBjieHHe HA MPeKOBATA U MHPOPMALMOHHATA CUTYPHOCT

Pasnpeodenenue na poau u omeosoprocmu

Y. 3. (1) AIMUHHUCTPATUBHUST OPTaH, ChOTBETHO phKOBOAUTENAT Ha CyOekTa 1mo 4. 1, ai.
1,T.2-5:
1. HOcH TIpsika OTTOBOPHOCT 3a MPEKOBaTa U MH(pOpMaIMOHHATa CUTYPHOCT B 00XBaTa Ha Hapeaoara,
JIOPH ¥ KOTaTO JIEHHOCTTA € BB3JI0’KCHA 3a M3ITBIIHCHHUE HA TPETH CTPAHHU;
2. ch3/7aBa yCIOBHUS 3a MpHUJIaraHe Ha KOMIUICKCHA CUCTEMa OT MEPKH 3a yIpaBlICHUE Ha Ta3u
CUTYPHOCT 1o cMHChia Ha MmexxayHapoaeH ctanaapt bJIC ISO/IEC 27001; cucremara oOxBaria
BCHYKH 00JIaCTH Ha CUTYPHOCT, KOUTO 3acsAraT MpeKoBaTa U HH(popMarmoHHaTa CUTYPHOCT Ha
CyOekTa, BKIFOYHTEIIHO (pU3uvecKaTa CUTYPHOCT Ha HH(POPMAIIMOHHUTE U KOMYHUKAIITHOHHUTE
CHCTEMH;
3. ocurypsiBa HEOOXOJUMUTE PECYpPCH 3a MpujlaraHe Ha MPOTMOPLUOHAIHU U a/IEKBaTHU Ha PUCKOBETE
OpraHU3aIlMOHHH, TEXHUYECKH U TEXHOJOTUYHU MEPKH, TapaHTHUPAId BUCOKO HUBO Ha MPEKOBA U
nH(pOpMallMOHHA CUTYPHOCT B 00XBaTa Ha Hapendara;
4. ynpaxHsBa KOHTPOJ BbPXY HUBOTO Ha MpeKoBaTa U UH(OPMAaLMOHHATA CUTYPHOCT Ypes3:
a) OpraHu3MpaHe Ha OJIUTH MO0 CMHUCHJIA Ha WI. 35, an. 1, T. 1 u 3 3a 1oka3BaHe HA CHOTBETCTBUETO HA
MpEeANPUETUTEe MEPKHU C U3UCKBAHUSATA HA HOPMATUBHUTE aKTOBE U MIPUETUTE CTAHAPTH;
0) mpoBeXJaHe MUHUMYM BEJIHBXK B TOJIMHATA HA TIEPUOIUYEH TIPETJie]l Ha MpeKoBaTa u
nH(pOpMallMOHHATA CUTYPHOCT M Ha aJIeKBaTHOCTTA HA MPEANPUETUTE MEPKHU;
5. ompenensi, JOKYMEHTHpA U Hajlara OTTOBOPHOCTH TIO M3IMTBJIHEHUETO, KOHTPOJa U HH(OPMUPAHOCTTa
3a BCHUKH MPOLIECH U IEHHOCTH, CBBP3aHH C Pa3BUTUETO, MOJAPHKKATA U €KCIIoaTaluATa Ha
MH(OPMALMOHHUTE U KOMYHUKAIIMOHHUTE CUCTEMH, KaTO Ce Cla3Ba MPUHIUIBT, Y€ €THO JIHIIC HEe
MOJK€ Jla KOHTPOJIUpa cOOCTBEHATa CH JISHHOCT.
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(2) JIunero mo ain. 1 onpezaesns Cay>KUTEN WU aIMUHUCTPATUBHO 3BEHO, OTIOBAPSIIIO 3a MPEKOBaTa U
nH(pOpPMAIIMOHHATA CUTYPHOCT, KaTo:

1. CIYy>KUTENAT WU 3BEHOTO, OTTOBAPAIIO 32 MpEKoBaTa U HHPOPMALMOHHATA CUTYPHOCT, € Ha MPSKO
[IOJYMHEHUE HAa aJMUHUCTPATUBHUS OpPraH, CbOTBETHO Ha pbkoBoauTenst Ha CybOekra, mmo ui. 1, an. 1,
T. 2 — 5 ¢ 1en npsiko uHGOPMHUpaHE 3a CHCTOSIHUETO U MPOOJIEMUTE B MpEXOBaTa U HH(POPMALlMOHHATA
CUTYpPHOCT;

2. MpenopbUNTENTHN (PYHKIIMH HA CITY)KUTENSI UM HA 3BEHOTO, OTTOBAPSIIIO 32 MPEXKOBaTa U
nH(POPMAIIMOHHATA CUTYPHOCT, Ca OIIMCaHU B pHioxeHne Ne 6.

(3) Koraro cyOekThT MMa TEpUTOPUAIHU CTPYKTYPHU U pa3npeiesieHd THPOPMATMOHHN CUCTEMH, 32
BCSIKA OT TE3U CTPYKTYPH C€ OIIPEJIEIIsl CIY’KUTEN, OTTOBaPSI 32 MpeXoBaTa 1 HH(POPMAIMOHHATA
CHUTYpHOCT.

Ionumuka 3a cueypnocm

Y. 4. (1) Cybextute pazpaboTBaT 1 MpueMar coOCTBEHa MOJUTHKA 3a MPEKOBA U
nH(pOpMaLlMOHHA CUTYPHOCT, KOSITO C€ Mpepasriiex/ia peI0BHO, HO HE O-PSAIKO OT BEAHBXK OJIUIIHO,
Y TIpU HEOOXOIMMOCT C€ aKTyaJlu3upa.

(2) onuTHkaTa cpabpxka crpaTerndyeckure 1eiar Ha CydekTa 3a MpexoBaTa U HHGOpMallMOHHATa
CUTYPHOCT H TTOJIX0/Ia 33 TIOCTUTaHETO UM B CHOTBETCTBHUE C OOIIUTE My CTPATETHYECKH M OTIEpATHBHU
€)M, HOPMaTUBHHUTE aKTOBE U IOTOBOPHUTE, TEKYITUTE U TIOTCHIIMAITHUTE BETPEIIHNA U BHHIITHA
3ary1axy 3a MOCTUTaHEeTO Ha TE3M LIeJU U 3a CUTYpHOCTTa Ha MH(opManusTa.

(3) lonuTHKaTa Ma OTHOIIEHUE KbM WIIM BKITFOUYBA BCHYKH CHOTBETHH CHICIA(PHYHU MTOJIUTHKH 32
CHTYPHOCT Ha WH(POPMAIMOHHUTE U KOMYHUKAIIMOHHUTE CHCTEMH, KaTo 0OMEeH Ha HH(OpMAaIus,
U3M0J13BaHe Ha MOOMIIHU YCTPONCTBA, paboTa OT pa3CTOsSHUE, U3MOJI3BaHE HAa KpUNTOTpadcKu
MEXaHHU3MH, YIpaBJIE€HUE Ha TOCTHIUTE U aBTEHTUKAIUATA, pa3paboTBaHE HA HOBU CHUCTEMH,
yrpaBlieHHE Ha UHLUCHTH, B3aUMOOTHOIIICHHUE C TPETH CTPaHH, MOBUIlIaBaHE HA KBaTU(UKaLUATa HA
CIIY>)KUTEJIUTE U Ha OCBEIOMEHOCTTA 110 OTHOIIIEHUE Ha MPEXOBaTa U HHPOPMAIIMOHHATA CUTYPHOCT U

Ap.
Joxkymenmupana ungopmayus

Y. S. (1) 3a HamansiBaHe Ha 3aryOuTe OT MHITUACHTH Ype3 HaMallIBaHE Ha BPEMETO 3a
pearupaHe U pa3peliaBaHeTo UM, KakTo U 3a HaMaJlsiBaHE Ha BEPOSITHOCTTAa OT Bb3HUKBAHE Ha
WHIUCHTH, TOPOJICHU OT YOBEUIKU Tpemikd, CyOeKThT MOJAbprKa cleHaTa JOKyMEHTaIs:

1. onric Ha UH(GOPMAITMOHHUTE AKTUBU;

2. ¢usmyecka cxema Ha CBbP3aHOCT;

3. noruyecka cxema Ha UHGOPMAITMOHHUTE MOTOIIH;

4. TOKyMEeHTaIusl Ha CTPYKTYpHAaTa KaOellHa CUCTEMa;

5. TexHu4ecka, eKCIuioaTallMoHHa U MOTPEeOUTENCKa JOKYMEeHTalKs Ha HH(QOPMALIMOHHUTE U
KOMYHHUKAIITHOHHUTE CUCTEMHU U TEXHUTE KOMIIOHEHTH;

6. MHCTPYKIMU/BHTPEIIHU MpaBuja 3a BCsIKa JEHMHOCT, CBbp3aHa C aIMUHICTPUPAHETO,
eKCIUIOaTalusATa U MOAIpbKKaTa Ha Xapryep u codryep;

7. BETPEIHY MpaBUia 3a CIYyKUTEINTE, yKa3BallK MpaBaTa 1 3abHKCHUATA UM KaTo OTPeOUTeIN Ha
yCIYTUTE, NPeAOCTaBsIHN Ype3 HHPOPMAIMOHHUTE U KOMYHUKALIMOHHUTE CUCTEMH, KaTO U3I0JI3BaHe
Ha NEPCOHAJIHU KOMIIIOTPH, JOCTBII 10 PECYPCUTE HA KOPIIOPATUBHATA MPEXKa, FTEHEPUPAHE U
ChXpaHEHME Ha MMapoJMTe, TOCThI JO HHTEPHET, paboTa ¢ eeKTPOHHA MOIIa, CUCTEMH 3a
JOKYMEHTOOOOPOT M JPYrd BHTPELTHOBEJOMCTBEHH CUCTEMM, IPUHTHUPaHE, (akc, U3I0JI3BaHEe Ha
CMEHsSEeMHU HOCUTEHM Ha MH(OpPMAIHs B €JEKTPOHEH BH/JI, U3MI0JI3BaHE Ha IPEHOCUMH 3aITUCBAIII
YCTPOMCTBA U T. H.

(2) HoxymeHnranusra no ai. 1 TpsOBa na e:

1. eaHO3HAYHO MACHTUUIMPAHA KAaTO 3arjiaBue, Bepcus, AaTa, aBTop, HOMep W/WIIH Jp.;
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2. moAbpiKaHa B aKTyalHO ChCTOSIHUE, KaTO ce Ipepasriiexkaa u Mpu HeoOX0AMMOCT ce 0OHOBSIBA
IIOHE BEIHBXK OJIUIIHO;

3. 0100peHa OT a/IMHHUACTPATUBEH OpraH, ChOTBETHO OT phKoBoauTeNs Ha CyOekTa mo wi. 1, aim. 1, T. 2
— 5 WM OT YIIBJIHOMOLIEHO OT HETO JIUIIE;

4. knacuuuupana Mo CMUCHIA HA I 6;

5. AOCTBITHA CaMoO JI0 TE3H JIMIA, KOUTO € HEOOXOMMO /12 S ITOJI3BAT IPU U3IIBITHEHHE Ha CITY)KeOHUTE
CH 3abJKEHMSL.

(3) CybOexTnT mogubpxa uHpOpMAIH, JOKa3BaIla M0 HEOCIOPHUM HAYHUH M3IIBIHEHUETO Ha
M3UCKBaHUATA HA Ta3u Hapeaoa.

(4) UndopmarmsTa o ai. 3:

1. ce nogbpKa B aKTyaJIHO CbCTOSTHUE;

2. € Jo0CThIIHA CaMo 3a:

a) Te3M JUIa, KOUTO € He0OXOMMO Jia sl [TOJI3BAT NMPH U3IIBJIIHEHNE Ha CITYKEOHUTE CH 3abJKEHUS 10
cuJiaTa Ha TPYJOBH, CIIyKEOHU WM IOTOBOPHU OTHOILLIEHUS;

0) mpe/cTaBUTENN Ha CbOTBETHUTE HALIMOHAJIIHYM KOMIIETEHTHU OpraHy ChriacHo wi. 16, an. 5 ot
3akoHa 3a KHOEPCUTYpHOCT;

B) JPYry OpraHu3aliy, ONPaBOMOILIEHU C HOPMATUBEH aKT WK JOTOBOPHHU OTHOLIEHHUS.

Knacuguxayusa na ungpopmayuama

Y. 6. (1) CyOekThT mprieMa BbTPEIIHU IIpaBUiIa 10 CMUCHIAa Ha Wl 5, an. 1, .6 u 7 3a
knacudukanus Ha “HGOPMaIHITa, KOUTO yKa3BaT Kak Jia ce MapKupa, u31moysBa, o0padboTBa, 0OMeHs,
ChXpaHsBa M YHUIIIOKaBa HHPOPMAIIHATA, C KOSTO pa3mnojiara opranuzamnusaTa. [IpenoppunTenna
kiacudukanus € nazaeHa B mpuioxenue Ne 2,

(2) IpaBunaTa mo ajn. 1 rapaHTHpaT JOCTaThYHA, a/ICKBATHA U IIPOMOPIIMOHAIIHA HA 3aIIaXHUTE 3aIUTa
Ha uHbOpMaIuATa C OTJie/] Ha HelfHAaTa BaKHOCT, YyBCTBUTEIIHOCT U HA HOPMATUBHUTE U3UCKBAHUS
KbM Hefl.

(3) Kimacudukanusra mo an. 1 ce mpunara u BbpXy BCHYKH PECYPCH, KOUTO y4acTBaT B Ch3/aBaHETO,
00paboTBaHETO, ChbXPaHSBAHETO, IPEHACSHETO U YHUIIIOKABAHETO HA MHPOPMAIUSITA, KATO KbM TAX
TpsIOBa J1a ce mpuiaraT MoaXOASIIH MEXaHU3MH 3a 3alllUTa, CbOTBETCTBAILM HA UICHTU(DUIIUPAHUTE OT
Cyb0exkTa 3araxu.

(4) HuBoro Ha kiacugukanusara TpsiOBa Ja € MoAX0/IsA110 HaHECEHO BbPXY JOKyMEHTHUpaHaTa
nHpopMarus.

(5) 3a knmacudukanusara o ai. 1 He ce AOMyCKa W3MOJA3BAHETO Ha HUBATa Ha Kilacu(uKalus 3a
CUTYpHOCT Ha HH(popmanuaTa ot oOxBaTa Ha 3aKOHA 3a 3alllKMTa Ha Kiacuduurpanara uHhpopMalus,
KaKTO U TEXHUSAT TpUd.

(6) Uudopmanusara 6e3 kinacupuKamms € T0CThITHA 3a 0010 MMOJI3BaHe MPHU ClIa3BaHe HA CTAHIAPTHHUTE
MpaBuUJIa 32 aBTOPCKHU MpaBa U KbM Hes HE Ce MpuiiaraT MeXaHU3MU 32 3aluTa.

(7) Ilpu oOmen Ha uHpopMmarums ce uznonssa kiacuduxamus TLP (traffic light protocol) chrmacuo
npusioxenue Ne 2.

Ynpaenenue na pucka

Y. 7. (1) CyOeKThT U3BBpIIIBA aHATN3 U OLIEHKA HA PUCKA 32 MPEKOBATa U
nH(OpMaIMOHHATA CUTYPHOCT PETYISIPHO, HO HE MO-PSAKO OT BEHBK TOUIIIHO, UM KOTaTO Ce
HajaraT ChIECTBEHH U3MEHEHHUS B LIETTUTE, BHTPEITHUTE U BHHIIIHUTE YCIOBH Ha paboTa,
nH(popMallMOHHATa U KOMYHUKAIIMOHHATa UHPPACTPYKTYypa, IeHHOCTUTE WIIH MIPOLIECUTE, BIU3AIIHU B
oOxBaTa Ha Ta3u Hapenoa.

(2) AHanmu3BT U OllEHKAaTa Ha pUCKa ca JOKYMEHTHPaH MpOIleC MO CMHUCHIA Ha 4iL. 5, al. 1, T. 6, B KOWTO
ca periiaMeHTHUPaHU HUBATa Ha HEMIPUEMIIMBUS PUCK U OTTOBOPHOCTUTE HA JIMIIATa, YIacTBAIU B
OTJICJTHUTE €TalH Ha Ipolieca.
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(3) AHanu3bT U OLIEHKATa Ha pUCKa C€ U3BBPIIBAT I10 METOMKA, FTapaHTUPAIlla CbU3MEPUMH,
OTHOCHTEIIHO 0OEKTUBHU M MOBTAPSIIH ce pe3ynTaTi. Meroaukara ce o1o0psiBa ot
aJIMUHUCTPATUBHUS OpPraH, CbOTBETHO OT PhKOBOJIUTENS Ha cyoekta mo wi. 1, anm. 1, T.2 -5, u e
JOCTBIIHA 34 JIMLATa, Ha KOUTO € BB3JI0XKEHO Jia y4acTBaT B Ipoueca. Moxe Ja ce npuiiara
[IPENOPBUUTEIIHA METOIMKA ChIIACHO IpuiiokeHue Ne 3.

(4) Ha ocHoBaHue Ha aHa/IM3a M OIICHKaTa Ha pucka CyOeKThT M3rOTBA IUIAH 32 HAMaJIsiBaHE Ha
HETNPUEMIINBUTE PUCKOBE, KOWTO J]a BKIIFOYBA MUHUMYM:

1. MOIXOAAIIN ¥ IPOTIOPLIMOHATHA MEPKHU 32 CMEKYaBaHe Ha HETPHEMIIMBUTE PHCKOBE;

2. He0OXOIMMU PECYPCH 32 M3IIBIHEHNE Ha TE3U MEPKH;

3. CpOK 3a Mpujarane Ha MEpKUTE;

4. OTTOBOPHHU JIHIIA.

Ynpasenenue na ungpopmayuonnume axmueu

Y. 8. (1) CyOexThT mprieMa BbTPEIIHU IIPaBUjIa 10 CMHUCHIa Ha Wi 5, ai. 1, T. 6,
peraaMeHTHpalIy Mpolieca Ha YIpaBJeHUe Ha )KU3HEHUS UKBJI Ha UH(POPMALIMOHHUTE U
KOMYHHMKAIIMOHHUTE CUCTEMH U TEXHUTE KOMIIOHEHTH. BbTpeninuTe npasuia TpsOBa €JHO3HAYHO Ja
yKa3BaT yCJIOBUATA, HAUMHA U pe/ia 3a NpUA0OHBaHe, BbBEXKIAHE B €KCIIOATAlUs, TIOIPHKKA,
IIpeMecTBaHe/U3HACSHE, U3BEXKIaHE OT KCIUIOATallMsI ¥ YHUI0)KaBaHe Ha MHPOPMAIIMOHHU U
KOMYHHUKAIIHOHHU CUCTEMH U TEXHUTE KOMIIOHEHTH.

(2) OnuchT HAa MHPOPMAIIMOHHUTE aKTUBU 10 CMUCHJIA Ha Wwi. 5, ai. 1, T. 1 chabpka undopmarus,
Heo0xoIuMa 3a pa3peniaBaHeTo Ha MHIIUJSHTH, aHAJIU3 U OIICHKa Ha PUCKa, YIpaBJIeHUuE Ha
ySI3BUMOCTH U YIpaBjeHUE HA U3MEHEHUATa, KaTo:

1. eqHO3HAYHA MAEHTU(UKALINS, KATO HHBEHTAPEH, CEPHUEH HOMEP WIIH JIp.;

. OCHOBHHM XapaKTEPUCTUKH;

. YCIIYTH, IPOLIECH U JEHHOCTH, B KOUTO y4acTBa;

. MECTOIIOJIOXKEHUE;

. TOAMHA Ha IPOU3BOJICTBO, KBJETO € MPUIIOKUMO;

. JlaTa Ha BbBEX/JJaHE B €KCIUIOATalus, KbJETO € MPUII0KHUMO;

. BEPCHUs, KBJIETO € NPHIIOKUMO;

. MECTOHAXOX/IEHUE Ha CBBbP3aHaTa ¢ HETO JOKyMEHTAIHs (TeXHHUUECKa, EKCIUI0AaTalluOHHA,
nmoTpeduTescka u ap.);

9. OTTOBOPHO JIMIIE.

01N L B~ WD

Cueypnocm Ha wogewikume pecypcu

Y. 9. (1) 3a HamansiBaHe HA PUCKA OT MHIMJICHTH, YMHIIICHO VI HEYMUIIUICHO
MpeIn3BUKaHu OT ciykutein, CyOeKThT rapanTupa uype3 BbTPELIHU MpaBuia U MHCTPYKIUH, Ue
CILY’)KUTEJIUTE, UMAIIX OTHOLIEHHE KbM IPOLIECUTE U IEHHOCTUTE B 00XBaTa Ha HapeadaTa, UMat
noAxoasiuiaTa KBanupuKaIus, 3HaHUsI 1 yMEHUS 32 U3IbJIHEHHE Ha OTTOBOPHOCTHUTE CH.

(2) BeTpemnuTe npasuia no ai. 1 periiaMeHTupar:

1. mporeca 3a HaeMaHe Ha padoTa B ChOTBETCTBUE C MPUIOKUMHUTE 3aKOHH U TIOJI3aKOHOBU
HOPMAaTUBHHU aKTOBE, MPOQecHOHANIHATA €THKA U ChOOPa3HO U3UCKBAHUATA, CBbP3aHU C IEHHOCTTA UM
— KacudukanuaTa Ha UHOOPMAaIUATA, 10 KOSITO UMAT IOCTHII, U MPEANOIaracMUTe PUCKOBE;

2. OTTOBOPHOCTHTE U 33bJIXKEHHTA [0 OTHOIIIEHHE Ha CUTYPHOCTTa Ha HH(GOpMaIUsATa Ipu
MIpeKpaTsBaHe WU MPOMSHA Ha CITY)KEOHUTE/TOTOBOPHUTE OTHOIIICHHUS,

3. IMCUMIUTMHAPEH NPOLEC 3a JULATa MO all. 1, KOUTO ca U3BBPIIMIIA HApYIIEHUE IO OTHOLIEHUE Ha
MOJIMTUKATA U BHTPEIIHUTE TIPAaBHIIa 32 MPEKOBa M HH(DOPMAIIMOHHA CUTYPHOCT.

(3) OtroBopHOCTHTE HA JUIATA MO all. | IO OTHOIIEHHE HAa CUTYPHOCTTA Ha WH(pOpMaIusTa ce
JOKYMEHTHUPAT C SICHO ONPEIETICHU CPOKOBE U 3abJIKEHUS.

(4) CyOekThT 0Oe3neyaBa HUIBOTO Ha MPEKOBa M HHPOPMAIIMOHHA CUTYPHOCT MTOCPEICTBOM:
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1. noaxonsmo npodecruonanHo oOyueHue 3a MOBHUIIABAaHE HA KBATM(UKAIMATA HA CIY)KUTEIINTE B
CBHOTBETCTBUE C U3I0JI3BAHATA TEXHUKA U TEXHOJIOTUU;

2. IEpUOIMYHO UHCTPYKTUPAHE HA CIYKHUTEJINTE 3a IIOBUILIABAHE HA BHUMAHUETO UM I10 OTHOLIEHUE Ha
Mpe)oBaTa 1 HH(POPMAIIMOHHATA CUTYPHOCT; HHCTPYKTXbBT CE MPABH 110 YTBBP/ICH TpaduK H ce
JOKYMEHTHUPA 110 HA4WH, FapaHTHpAILl [IPOCIEIEMOCT.

Ynpasenenue na ezaumooeiicmeusma ¢ mpemu cmpanu

Y. 10. (1) IIpu ycranoBsiBaHe Ha B3aUMOOTHOIIEHUS C JOCTABUMIIA HA CTOKU U YCITYTH,
HapedeHu "tpetu crpann”, CyOekThT TpsiOBa Aa JOTOBOPU M3UCKBAHMS 32 MPEXKOBa U HH(OPMAIIMOHHA
CUT'YPHOCT, BKJIFOUUTEIHO:

1. 3a curypHocT Ha UHQOpMaILUATA, CBbP3aHU C JOCThIIA HA NIPEACTABUTEIN HA TPETU CTPAHU /10
nHpopmanus u aktuBu Ha CyOekra;

2. 3a I0oKa3BaHe, 4e TpeTara CTpaHa ChIIO MpHiiara aJeKBaTHU MEPKHU 32 MpeKoBa U NH(OPMAalIMOHHA
CUTYPHOCT, BKJIFOUUTEIHO KJIay3U 3a I0Ka3BaHETO Ha MPUJIAraHeTO Ha T€3U MEPKU 4pe3 JOKYMEHTH
W/WIH TIPOBEXKIaHE HA OJIUTH;

3. 3a MpO3payHOCT Ha Bepurara Ha JIOCTaBKUTE; TpeTaTa cTpaHa TpsiOBa Jia € criocoOHa Ja JOKaxe
MIPOM3X0/1a Ha IpeyIaraHus pecypc/yciayra 1 Heropata CUrypHOCT;

4. mocneauIy NMpyu HeCcTa3BaHe HAa M3MCKBAHUATA 32 CUTYPHOCT Ha MHQOpMAIIUITa;

5. OTTOBOPHOCT IpU HECIa3BaHE Ha IOTOBOPEHUTE CPOKOBE, KOJIMUECTBO U/MIIM KA4eCTBO Ha yciyrara,
KOETO MO’Ke€ J1a Ch3/1aJIe PUCK 3a MIOCTUTaHe Ha LIeJUTE Ha MpeoBaTa U HH(GOPMaIlMOHHATA CUTYPHOCT;
6. 32 B3aMMO/ICICTBUE B CiIy4ail Ha Bb3HMKBAHE HA MHIIUAECHT, KOWTO Hall-MaJKO BKJIIOUBA: KOHTAKTHU
TOYKH, HAYMH 3a JI0KJIa/IBaHe, BpEME 3a peakius, BpeMe 3a Bb3CTaHOBsIBaHE Ha paboTaTa, yCJIoBuS 32
3aTBapsHE HA UHITUCHT.

(2) CyOexThT ompenenst CIIyKUTEN/CITY>KUTEIIH, OTTOBAPSII/OTIOBAPSAIIH 32 ClIa3BaHe HAa U3MCKBAHHATA
o an. 1 u mapameTpuTe Ha HUBOTO Ha 0OCTyXBaHe.

(3) CyOexThT U3roTBs IJIaH 3a JSHCTBUE B CIydall Ha HECIa3BaHe HA YTOBOPEHHUTE JEHHOCTH M KJIay3H
C TpeTaTa cTpaHa.

anaeﬂenue HA USMEeHEeHUAmda 6 qubopMaquHHume akmueu

Y. 11. (1) CyOekThT npueMa BbTPEUTHU IIpaBUIIa 3a yIpaBjIcHUE HA U3MCHEHUSATA BbB
BAYKHUTE 32 IeHHOCTTa My HH(OPMALIMOHHH aKTHBH B ChOTBETCTBHE C M3UCKBAHETO Ha Wi 5, ain. 1, T. 6
C 1IeJl HaMaJIsIBaHe Ha PUCKa OT MHIIMJICHTH, HACTBIIWIIN B PE3Yy/ITaT HA U3MEHEHUS BbB BAXKHUTE 32
JNeHOoCTTa My HH(OPMAIIMOHHU aKTHUBH, U MIO-TOYHO B UH(POPMAIIMOHHUTE U KOMYHUKAIIMOHHUTE
CUCTeMH U oOciyKBallaTra r'a UHPpPacTpyKTypa, B POLIECUTE U AEHHOCTUTE, B KOHPUTypaILIUUTE, B
codTyepa nim BB pppMyepa.
(2) Ilpenu na ce u3BBHpIIM H3MeHeHHEeTO, CyOeKTHT TpsIOBa Ja HAIIPaBH aHAJIU3 U OI[EHKA HAa PUCKa B
CHOTBETCTBHUE C 4. 7.
(3) Usmenenusra ce:
1. maHupat, KaTo ce ONMpeaesaT CPOKOBE U OTTOBOPHOCTH 32 BCSKA JEMHOCT, KOSTO IIe Obe
W3BBPIICHA MIPEIU, IO BPEME Ha U CJIe]] K3MEHEHHUETO;
2. cpriacyBar MpeIBAPUTEIIHO C BCHUKU CTPAHU, UMAIIIM OTTOBOPHOCTH KbM IPOIECUTE U ACHHOCTHUTE
B 00XBaTa Ha Hapen0ara;
3. 0100psBaT OT AMUHUCTPATUBHUS OPTaH, CbOTBETHO OT PHKOBOJIUTENS HA cyOekTa mo ui. 1, am. 1, T.
2 — 5, WK OT yI'BTHOMOIIEHO OT HETO JIUIIE;
4. omOBeCTABAT IO MOJXOAAI HAUWH Ha BCUYKH CTPAHU, KOUTO ca 3aUHTEPECOBaHH; HHPOPMHUPAHETO
Ha 3aMHTEPECOBAHUTE CTPaHM TPsAOBa J1a € MoHe 3 IHU MpeIu Ja ce HalpaBU W3MEHEHHUETO;
5. mpoBepsBaT B TECTOBA Cpefa.
(4) CyOekThT pa3paboTBa IJIaH 32 BPBIIAHE Ha CUCTEMUTE B IPEIUIIHOTO UM CHhCTOSTHHE, 32 JIa Ce
HaMaJIH MPOIBIDKUTEIIHOCTTA HA TIOTEHI[UAICH UHITUICHT, HACTBITUII B PE3YATAT Ha U3MEHEHUETO.
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Cueypnocm npu pazpabomeane u npuooousaHe Ha UHGOPMAYUOHHU U KOMYHUKAYUOHHU
cucmemu

Y. 12. (1) Ilpu pazpaboTBane Ha MPOEKTH U TeXHUUYECKH 3a1aHusi CyOeKThT BKIIOUBA
aJIeKBaTHU M KOMIUIEKCHU M3MCKBaHUS 32 MPEXKOBa U HH(POPMAIIMOHHA CUTYPHOCT, OCHOBAaHH Ha
aHAJIM3 U OLICHKA Ha PUCKa, C 1]l 1a CE FapaHTHUpa, Y€ U3UCKBAHOTO HUBO HA CUT'YPHOCT Ha
nHpOpMANKATA, MPEKUTE U HHPOPMATMOHHUTE CUCTEMH € 3aJI0’KEHO OIIIE B eTara Ha pa3padoTKa
BHEJIpSIBaHE.

(2) CyOekThT BBBEXKa B EKCIUIOATAIUS HOBU HH()OPMAIIMOHHHN U KOMYHUKAIIMOHHU CHCTEMHU
IUTAHUPAHO U CJIE]] YCIIEIIHO IPOBEICHU U JOKYMEHTUPAHU TECTOBE, JOKA3BalllM 3allliTaTa Ha
nHpoOpManuATa OT 3aryda Ha JOCTBITHOCT, HHTEIPUTET ¥ KOH(PHUACHIIHATHOCT.

Paznean 11
3amura

Ceepecayus

Y. 13. (1) Cy6exTsT noabpxa nHGOpMaLIMOHHA U KOMYHUKAIIMOHHA HHPPACTPYKTYpa,
KOSITO TapaHTUPA, Y€ MHPOPMAITMOHHUTE U KOMYHHKAIIMOHHUTE CUCTEMH, U3ITBIHABAIIN Pa3IHIHU
(GyHKIMY, ca pa3AeseH! U U30JUPAHU TOMEXKIY CH (PU3NYECKH U/UIN JTIOTMYECKU, KaKTO U 4Ye ca
pa3zeseHn U M30JIMpaHy OT HHPOPMAIIMOHHUTE U KOMYHUKAIIMOHHUTE CHCTEMH Ha TPETH CTPaHH, C
1€ J1a Ce OTPaHNYU Pa3MpPOCTPAHEHUETO Ha MHIMJIEHTH C MpeXoBaTa U MHQOpMallMOHHATa
CUTYPHOCT.
(2) B cityuait ye najeHa cuctema € ChCTaBeHa OT MOJCUCTEMH, pa3AeisHeTO UM TpsAOBa Ja ce
OCBIIIECTBY Ha NOCIETHO (PU3NYECKO WIIH JIOTHUECKO HUBO, KaTO yeO ChbPBBPBT, ChPBBPBT C
MPUIJIOKHUA cO(Tyep U CHPBBPHT ¢ 0azara JaHHU Ha eHa MHPOPMAIIMOHHA CHCTeMa TPsOBa Ja ca
Pa3noJI0KEHH Ha pa3IMYHU MAIIMHU U B PA3JIMYHU MPEXH.

Qunmpuparne na mpaguxa

Y. 14. (1) CyOexTbT rapantupa, 4ye TpapuKbT MEXIY OTACITHUTE CUCTEMU U TEXHHUTE
MOJICUCTEMH € KOHTPOJIUpaH upe3 noaxoasmo ¢uirpupane (no IP agpec, mo mpoToko, o Homep Ha
optT oT Transmission Control Protocol (TCP)/Internet Protocol (IP) creka u T. H.) ¢ e IpeBEHIUS Ha
EBEHTYaJIHH aTaKu M OTPaHUYaBaHE Ha Pa3NpOCTPAHEHUETO HA UHIMICHTH. DuiTpupaHeTo Ha
Tpaduka TpsOBa na ObjIe 1O MPEIBAPUTEIHO PA3MUCAHK U OJJ0OPEHU MpaBUIia, OCHOBABAIIIM CE Ha
(GYHKIIMOHATHOCTTA U CUTYPHOCTTA, KOMTO TPsiOBa J1a ObIaT pEAOBHO MPOBEPSIBAHU 32
HEeperiiaMeHTUPaHU U3MEHEHUS U J1a ObJIaT aKTyaJTU3UPaHu C OTJIe]l HA HOBOBB3HUKBAIIIH 3aILIaXH.

(2) Henyxuure noprose no npotokonan TCP u User Datagram Protocol (UDP) tpsi6Ba na 6baat
3a0paHeHH Ype3 aJIeKBaTHO KOH(MUTYpUpPaHEe HA U3IOJI3BAHUTE COPTYSPHH PEIICHUS, XapayepHH
yCTPOMCTBa U 00OpY/BaHE 3a 3allluTa ¥ KOHTPOJI Ha Tpaduka.

Heomopu3upaH0 u3nojizearne Ha yCWlpOlZCWZGG

Y. 15. (1) CyGexThT npuema sicHO Ae(pUHUPAHU MOJUTHKU OTHOCHO M3II0JI3BAHETO HA:
1. TMYHU TEXHUYECKH CPEJICTBA B MpEKaTa, KOATO KOHTPOJIUPAT;
2. IPEHOCHUMHU 3alMCBaIlN YCTPOMUCTBA.
(2) IonuTHKUTE ce OTpa3sIBaT BbB BHTPEUIHUTE MpaBuia, KaTo ce MpeArnprueMar Mmoaxo s 1
PELUIIPOYHHU Ha 3aIUIAXUTE MEPKU 33 PEATU3UPAHETO UM.

Kpunmoepagus

Y. 16. (1) CybexTsT pa3zpaboTBa MOJUTHKA U BHTPEIIHYU MPaBHIIa ChIVIACHO Wil 5, ai. 1, T. 6
3a pujIaraHe Ha KpUnTorpadcku MexaHu3MH, KOMTO e M3MO0JI3BaT 3a rapaHTHpaHe Ha
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KOH(HUIESHIIMATHOCTTAa U MHTETPUTETA Ha YyBCTBUTEIHATA HHPOPMAIUS B ChOTBETCTBHE C HEHHATA
KIacuUKaIus.

(2) Kpunrorpadckure MexaHU3MU ce ChoOpa3sABaT ¢ yA3BUMOCTTa Ha MH(OpMAIHMITA KbM 3aIlIaXy 3a
HefHUTE KOH(PUICHIINATHOCT U MHTETPUTET U C HOPMAaTUBHUTE U PETYIATOPHUTE U3UCKBAHUS KbM
HEIHOTO Ch3aBaHe, ChXPaHSABAHE U IIPEHACSTHE.

AdmuHucmpupaHe Ha qu)opMaquHHume U KOMYHUKAYUOHHUmMe cucmemu

Y. 17. (1) CyOexThT mpuiara CIeJHUTE MEPKHU 3a 3aIluTa Ha TPO(QUITUTE C
aJIMUHHUCTPATHBHH IpaBa 32 MHPOPMAITMOHHUTE ¥ KOMYHUKAITHOHHUTE CUCTEMH U TEXHUTE
KOMIIOHEHTH:

1. mpenu BbBEXKIAHE B €KCILIOATAIUS 3aIBDKUTEIIHO CE CMEHAT UACHTU(UKAITMOHHUTE IaHHU Ha
aJMUHUCTPATOPa, BHBEJICHH TI0 TOIpa30upaHe WM WHCTATUPAHHU OT TPOU3BOAUTEIIS/ IOCTAaBYNKA HA
WH()OPMAMOHHHMSI AKTHB;

2. aAIMUHUCTPATOPCKUTE TTPOPHIIN ca TEPCOHAIIHU;

3. aIIMUHHUCTPATOPCKUTE PO(UIIN Ce U3MOI3BAT CaMO 3a AJIMUHUCTPATUBHH LIEIIH;

4. aAMUHUCTPATOPCKUTE TPOPIIIN Cce Ch3/IaBaT CaMO Ha CIYKUTEIH, KOUTO U3BBHPIIIBAT
aMUHUCTPATUBHU oTiepalnu (MHCTaIupaHe, KOHPUTypUpaHe, YIIpaBJIeHHE, MOJAPHKKA U T. H.);

5. mpaBara Ha BCEKH aJIMHHUCTPATOPCKU aKayHT ca OTPaHUYCHH BHB BH3MOXKHO HAl-TOJIsIMa CTEIEH 10
(O YHKIIMOHATTHUS U TEXHUYECKHUS IEPUMETHP Ha BCEKU aIMUHHUCTPATOD;

6. TaHHUTE 32 AaBTCHTUKAIUSITA HA aIMUHUCTPATOPCKUTE aKayHTH:

a) ca pa3JIMYHU 32 BCSKA CUCTEMA,

0) ca ¢ BB3MOXKHO Haii-TOJIsIMa CJIO’KHOCT, TIO3BOJICHA OT CUCTEMATa WJIM HEWHHS KOMIIOHEHT;

B) C€ ChXPaHABAT MOIXOAII0 (PU3HUECKH M JIOTHUECKH 3aIIUTEHH, KaTO JOCTHII JI0 TSIX UMa CaMo
oTopu3upaH npeacraButen Ha CyOekTa;

7. moaabpkKa CIUCHK HAa aAMUHUCTPATOPCKUTE MPOQPHIIN 32 UHPOPMAITMOHHUTE U KOMYHUKAIMOHHHUTE
CUCTEMH U TEXHUTE KOMIIOHEHTH;

8. Ipy HEBB3MOXKHOCT Ha aIMUHUCTPATOP J1a U3ITBJIHSBA MTBIHOLEHHO (PYHKIIUUTE CH MOPaIH
00EKTHBHHM MMPUYMHU paBaTa Ha aIMUHUCTPATUBHUS MYy aKayHT C€ CIIUPAT 3a CbOTBETHHSI IEPHO/I;

9. moHe BeIHBX MOJIUIIIHO CE MPaBU Mperie]] Ha aIMUHUCTPATOPCKUTE MPOIIIN C IIe]T yI0CTOBEPSIBaHE
Ha aKTyaJHOCTTa UM.

(2) Iaponute 3a aBTEHTUKAIUS HA a[IMUHUCTPATOPCKUTE MPODUIH c€ CMEHST 3aAbIKUTEIHO:

1. mepuoau4HO — Hall-MaJIkO BEAHBXK B TOJAMHATA;

2. IpH MpeKpaTsIBAaHETO Ha JIOTOBOPHUTE OTHOILIEHUS ChC CIYKUTEIN WK TPETU CTPaHU, HA KOUTO Te3U
JAaHHU ca OWJIM N3BECTHU;

3. mpu npoOuB B MpexoBaTa U HH(OPMALIMOHHATA CUTYPHOCT.

(3) Beuuku oneparuu, mpouecu U IeHHOCTH B MHPOPMAITMOHHUTE M KOMYHUKAITUOHHUTE CUCTEMH U
TEXHUTE KOMIIOHEHTH, U3BBPILECHHU C aIMUHUCTPATOPCKHU IpaBa, c€ JOKYMEHTHPAT M0 CMUCHJIA HA YJI.
5, an. 3 u 4 3a BCEKHU aIMUHHUCTPATOPCKHU MPO(UI U B CHOTBETCTBUE C M3UCKBAHUATA Ha 4. 29, ai. 2, 4,
Sub.

(4) B nokymeHTanusTa 1o aj. 3 He ce BbBEXKIAT U HE ce ChXPaHsIBAT MapoJid Ha aIMUHUCTPATUBEH
npodui o popmaTa Ha IBEH TEKCT WM XEIl.

Cpeoa 3a aomunucmpupane

Y. 18. (1) CyOGexThT u3MoI3Ba OTAETHA, MOAXOIAII0 3alUTeHa cpeaa (Mpexa, CUCTeMa,
codTyep u Ap.) 3a HeIuTe Ha aAMUHUCTPUPAHE HAa MHPOPMAIIHOHHUTE ¥ KOMYHUKAIIMOHHUTE CHCTEMHU
Y TEXHUTE KOMIOHEHTH. Ta3u cpena TpsaOBa Ja € u3oiaupaHa oT APyruTe UHPOPMAIIMOHHU U
KOMYHHKAIIMOHHU cucTeMu Ha Cy0eKTa u OT MHTEPHET U Ja He Ce M3MOJ3Ba 3a APYTH LIEeTH.

CcTp. 80T 44



(2) B cnydaii ue aAMUHUCTPUPAHETO HA HH(POPMALMOHHUTE U KOMYHUKALIMOHHUTE CUCTEMH U TEXHUTE
KOMIIOHEHTH HE C€ OCBILECTBsBA IIPe3 cpesaTa 1o ail. |, motouuTe Ha Ta3u nHpopManus TpsOBa 1a ca
3alUTEHHU YPE3 MEXAaHU3MHU 3a yIOCTOBEPSBAHE U KPUIITHPAHE.

Ynpaesnenue na doocmvnume

Y. 19. Cy0ekThT € ATbKEeH J1a 1aBa JOCTHII 10 MHPOPMAIMOHHUTE U KOMYHHKAIIHOHHHUTE
CH CHUCTEMH Ha NOTPeOUTEN NN aBTOMATU3UPAH MIPOLIEC CaMO KOTAaTO TO3U AOCTBII € CTPOTo
HE00X0/IMM Ha MOTPEeOUTENs, 3a JIa U3ITBJIHU 33ABJDKEHHSTA CH, WIIM Ha aBTOMAaTH3HPAHUS MTPOIIEC Aa
M3BBPIIN HEOOXOJMMHTE TEXHUYECKH OTIepaIii. 3a Jla TapaHTHpa, Y€ TOCTHI 10 HHPOPMALMOHHUTE U
KOMYHHUKAIIMOHHUTE My CUCTEMH UMAaT CaMO OTOPU3UPAHU NOTPEOUTEIH, YCTPOUCTBA (BKIIFOUUTEIIHO
Ipyru nH(GOPMALMOHHU CUCTEMH) U aBTOMaTU3upaHu npouecu, CyOeKThT:
1. BbB BBTPEILIHUTE CH MTpaBUJIa [0 CMUCHIA Ha 4il. 5, at. 1, T. 6 onpenesns:
a) MpaBaTa Ha JOCTBII 10 KOHKPETHU UH(POPMAIIMOHHU aKTUBU Ha CIYKUTEJIUTE CIOPE JUThKHOCTTA
uM;
0) pena 3a 3asiBsBaHE, MPOMSHA U MIPEKPATSIBAHE HA JOCTHIT;
2. mpwiara 3ab/DKUTETHN MEPKU 32 aBTCHTUKAIIWS, OTOPHU3AIHS U OJIUT HA KOMITFOTEPHUTE MPEXKH U
CUCTEMM, KOUTO BKJIFOUBAT U U3UCKBAHMSI 3a ONPE/IENIEHA CII0)KHOCT Ha JTAaHHUTE 3a aBTEHTUKALIUS; aKO
Ce M3M0JI3BaT MapoJu:
a) Te cie/Ba Ja ChAbpKAaT MaJIKU U rojieMu OyKBU, HUGPH U CHIELUAIHN CUMBOJIN;
0) IBIDKMHATA UM TPSIOBA J1a € HE M0-MaJIKo OT 8 CUMBOJIa 3a IOTPEeOUTEICKUTE U 12 cuMBOJIa 3a
aJIMUHHUCTPATOPCKUTE MPOPUIIH;
B) MApOJIUTE HA MOTPEOUTEIICKUTE aKayHTH TPsIOBA /1a C€ CMEHST PEryasipHO Ha MEPUO HE O-TOJISIM OT
LIECT Mecela;
3. rapa"THpa, 4e mOoTPEOUTEIICKUTE PO ca MHAUBUIYAJTHU; B €KeIHEBHATa paboTa TpsOBa 1a ce
M3M03BAT NpOo(UIH ¢ Hali-HUCKOTO HUBO HA JIOCTHII, KOETO /1aBa Bb3MOXKHOCT 32 U3ITbIHEHHUE Ha
CITYyKEOHHTE 3aIbJKCHNUS,
4. rapanTupa, 4e JuIaTa, MMaIlK [PaBo Ja 3asiBABaT JaBaHe, IPOMEHSHE U CIHpaHe Ha JOCTHII,
OTIpe/IeJICHU BHB BBTPEIIHUTE MpaBuiIa 1o T. 1, Oyksa "0", mpaBsT peIOBHU TIPETIEAN HA TOCTHINTE,
HO HE MO-PSAIKO OT BEAHBXK B FOJAMHATA; MPU TE3U MPETJIeIN Ce YCTAaHOBSBA JAJIU BCUYKHU, HA KOUTO €
JaJieH AOCTBI 10 MpexKara, 0 OTACIIHUTE CUCTEMU W/WUJIH MPUIIOKEHHSI, UMaT MPaBO HA HETO B
CHOTBETCTBUE ChC CIY)KEOHUTE UM 33AbKCHUS, Jaji BHHILHU JIMIIA UMAT TOCTHI U KaKbB € TO!
(OMBILIU CITY>KUTENH, IPEACTABUTEIH HAa TPETU CTPAHH); 32 LIEJIUTE HA MPErJeInTe aIMUHUCTPATOPUTE
Ha CbOTBETHUTE MHPOPMALIMOHHN U KOMYHUKAIIMOHHU CUCTEMH MPEAOCTABAT Ha OIIPABOMOIIICHUTE
BBB BBTPEIIHUTE MTpaBujia o T. 1, Oykea "0" jMia CMMChK HA BCUYKH, KOUTO UMAT JOCTBII 10
cCUCTeMaTa U HUBOTO Ha JIOCTHIIA, a OIPABOMOIIEHUTE JIUIA IOKYMEHTUPAHO MOTBBPK/IaBAT WM JaBaT
yKa3aHus 3a MIPOMSHA;
5. orpaHMyaBa JaBaHETO HA MPUBUJIETUPOBAH JOCTHII (IO-BUCOKO HUBO Ha JOCTBHII WU JIOCTBHII J0
CUCTEMa, JI0 KOSTO JIUIETO He TPsiOBa /1a MMa JOCTHII B ChOTBETCTBUE C BHTPEIIHUTE MPaBUIIa MO all.
1); mpUBHIIETHPOBAHUSAT IOCTHII TPAOBa Ja ce JaBa caMo 3a OIPEIEJICH MEPUOJI U J1a C€ KOHTPOIUPAT
NEUCTBUATA C HETO;
6. TapaHTHpA, Y€ JOCTHIIBT JI0 CHOAeTCHH (PaiiyioBe U IPUHTEPH € pa3pellieH caMmo OT MpeKara,
KoHTpoJupaHa oT Cy0ekra.

3awuma npu omoaneuen 0ocmvn/paboma om pascmosHue

Yu1. 20. [Tpu HeoOXOIUMOCT OT JOCTHI 10 MHPOPMAIIMOHHU aKTUBU U3BHH MpEKaTa,
KoHTpoaupana oT Cy0OekTa, ce cra3BaT U3UCKBaHUITA HA YiI. 19, BKIIOUUTETHO:
1. ce u3mos3Ba Hail-MaIKo NBy(QaKTOpHA aBTEHTHKAIIHS;
2. ce U3MOJI3BAT caMO KaHAJIM C BUCOKA CTeTeH Ha 3amuTa kato Virtual Private Network (VPN);
3. ne ce m3nom3sar File Transfer Protocol (FTP) u Remote Desktop Connection.
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3awuma na xapoyepnu ycmpoticmaa

Y. 21. (1) 3a HamansiBaHe Ha PUCKA OT UHIUJACHTH, MPEIU3BUKAHU OT TEXHUYECKH
noBpean, CyOeKThT:
1. ocurypsiBa KIMMaTUKO-MEXaHUYHUTE YCIOBUS, YKa3aHU OT IPOU3BOAUTEIS;
2. OChILIECTBSABA HAOJIOICHUE HA [TapaMETPUTE HA yCIOBUSATA 110 T. 1;
3. mpoBeX/a IJIaHWPaHa PeryisipHa TEXHHUECKa MPOQHIAKTHKA Ha YCTPOHCTBAaTa B ChOTBETCTBHE C
MIOJINTUKATA MY 32 KU3HEHUS UM LIUKbIL.
(2) 3a HamansABaHEe HA PHCKA OT HEOTOPHU3UPaH J0CThII CyOeKThT € JTBKEH J1a pasIoiara
ycTpoiicTBaTa B 30HH, KOUTO ca (PU3NUECKU U JIOTUUECKH 3AIIUTEHU B CbOTBETCTBUE C
kinacudukanusaTa Ha THPOPMALUATA, C KOATO PabOTHT.

3awuma na cogpmyep u pvpmyep

Y. 22. (1) Cy0ekThT HHCTAIMPA U TIOAIBPKAa CaMO BEPCUU Ha U3IOJI3BAHUS B CUCTEMUTE
My codryep u pppMyep, KOUTO ce TOIIbPKAT OT TEXHUTE JOCTABUUIIHM UM TIPOU3BOJIUTENH U Ca
aKTyaJH! OT TJI/IHA TOYKA HA CHTYPHOCTTA.
(2) AIMUHHCTPATUBHUST OpraH, ChOTBETHO PBKOBOJUTENST Ha cyOekTa no wi. 1, an. 1, T. 2 — 5,
0100psiBa codTyepa, KOWTO ce U3MOJI3Ba B MH(DOPMAITMOHHUTE M KOMYHUKAIIHOHHUTE CUCTEMH.
(3) Cy6exTsT moaabpka 6MbIHOTEKA ¢ AMCTPUOYTHBHU Ha M3MOI3BaHMs coPTyep u PbppMyep C men
HaMaJIsiIBaHE Ha BPEMETO 3a BH3CTAHOBSIBAHE HA JIaJIeHA CHCTEMa CIIe]] CPHB.
(4) CyOexThT npeamnpreMa MepKH 3a:
1. HeoMycKaHe Ha MHCTAIMPAHETO U U3MOJ3BAHETO HAa Heo100peH codTyep U pbpmyep;
2. KOHTPOJI BBPXY M3MOIB3BaHus codryep u GbpMyep, BKIIFOYUTEITHO HETOBATA aKTYaTHOCT.
(5) CyOexThT mpreMa BBTPELIHY MpaBUiIa U HHCTPYKIMH 32 PETIaMEHTUPAaHE Ha ACHCTBUATA TO:
1. moaabprkane Ha OMOIMOTEKATa ¢ AMCTPUOYTUBH Ha M3IOI3BaHUs coPpTyep U PbpMyep B aKTyalTHO
CbCTOSIHUE,
2. ynpaBJIEHUETO Ha JOCTHIIA JI0 Hesl;
3. mpociensBaHe 32 HOBOOTKPUTH YSI3BUMOCTH B CUTYPHOCTTA Ha M3MOJI3BaHUSI B CHCTEMUTE MY
codtyep U GpppMyep U 32 TEXHU aKTyain3auy (HOBU BEPCUH, BIICUTH U TTAYOBE), KOUTO OTCTPAHSBAT
T€3H YSI3BUMOCTH, UJIM MEPKH 32 CMEKYaBaHETO UM, MyOJIMKYBAHU OT MPOU3BOAUTEIUTE UIH
JOCTaBYUIIUTE;
4. npunoOuBaHe U MPOBEPKa Ha MPOU3XOJa U LEIOCTTA Ha aKTyalu3alusaTa IpeaIu HHCTaIUPaHeTo ;
5. mpujaraHeTo Ha aKTyaJu3aluuTe U MPEenopbYaHUTE MEPKH, KOUTO TpsiOBa J1a ce M3BBPIIBAT
choOpasHo pasnopenouTe Ha wi. 11.
(6) CyOekThT rapaHTHpa, ue yCTpOiCTBaTa U CUCTEMUTE ca KOH(DUTYpUPAaHU B CHOTBETCTBUE C
MPENOPBKUTE 32 CUTYPHOCT HA CHOTBETHHUS UM JJOCTABYUK WJIM MPOU3BOJIUTEIN, KaTO C€ MPUIIOKAT U
M3UCKBaHUATA Ha pwioxeHue Ne 4.
(7) CybekTnT cbxpansBa off-line komnue oT akTyanHUTe KOHDUTYpallMOHHU (hailioBe /WM OTICaHKe
Ha HACTPOMKUTE, KaTO AOCTBIIBT JI0 TiIX TpsiOBa qa e KouTpoiupaH. Konusara TpsadBa aa ce mpoBepsiBaT
PETYISAPHO OTHOCHO KAa4e€CTBO U T'OJIHOCT.
(8) Cy0ekThT peryssipHO IpaBH MPOBEpKa HA KOHPHUTYpallMOHHUTE (palijioBe U HACTPOUKHUTE HA
CUCTEMH U YCTPOWCTBA 32 HEPETJIaMEHTUPAHH U3MEHEHHUS.

3awuma om 3n106peden cogpmyep

Y. 23. (1) CybexThbT npuiara B ”HGOpMallMOHHATA U KOMYHUKAIIMOHHATA CH
MHPACTPYKTYpa MOIXOAAIIN MEPKH 3a 3alllUTa OT MPOHUKBAHE U MEPKHU 32 OTKPUBAHE U CIIPABSIHE ChC
370BpesieH codryep.

(2) Mepkurte 3a 3a1muTa OT 3J10BpezieH codryep TpsiOBa:
1. 1a ca MpUIIO’)KEHN KbM BCHUKHA KOMIIOHEHTH Ha HH(POPMALIMOHHUTE U KOMYHUKALIUOHHUTE CUCTEMH,
KBJETO TOBA € Bb3MOXKHO;
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2. 1a ce MoIbpKAT B aKTYaJTHO ChCTOSTHHE, 3a 1a UMAT CIIOCOOHOCTTA Ja 3allUTaBaT OT HOBOOTKPUTH
3arIaxu.

(3) Mepkure 3a 3amuTa OT 3710BpeACH coPpTyep TpsOBa J1a TIO3BOJISBAT:

1. U3BBpIIBAHE HA ITBJIHA TPOBEPKA 33 HAIMYHUE HA 3JIOBpEcH co(Tyep MOHE BETHBK B CEJIMUIIATA,
KBJIETO € MPUII0KUMO;

2. MpoBepKa Ha SJICKTPOHHATA TOMIA U (ailJIoBE, CBAJICHH OT HHTEPHET, KAKTO U MIPEHOCUMU
3amuCcBally YCTPOMCTBA, Tpean 1a ObIaT OTBOPEHHU.

(4) Cy0OekThT U3BBPIIIBA PETYISPHO OIICHKA Ha €(PEKTUBHOCTTA HA MEPKHUTE 3a 3aIHUTa OT 3JI0OBPEIICH
coryep u mpu KOHCTATHPAHH CITA00CTH MpeanpruemMa JIeHCTBHS 3a TOJ0OpsBaHE HA 3alIUTaTA.

3awuma na yeb cvpsvpu

Y. 24. (1) CyGexThT npeanprueMa cleTHUTe MEPKHU 3a 3alluTa Ha yeO ChbpBBbPUTE:
1. uHcTanupa cepTuduKat Ha yeO CbpBbPUTE CH, U3JAJIEH OT JIOBEPEHA CUCTEMA 3a CepTU(UIIMpaHE
(trusted certification authority system); ceptuduxatsT TpsiOBa:
a) /1a € U3/IaJIeH 3a CbOTBETHHS yeb cailT (website) uiu rpyma caiToBe U J1a € YHUKAJICH;
0) a U3MOJI3Ba AIrOPUTHM 3a Kpuntupane none SHA2;
B) Jla € aKTyaJIeH, KaTo CepTU(PUKATUTE C U3TEKbJ CPOK CE aHyIUPAT;
2. 3a 3amuTa Ha HHTErpUTeTa HAa HH(MOpPMaIUATa, OOMEHSHA C MOTpeduTenure, yed caTsT (website)
TpsiOBa 1a € JocThiieH camo 1o npotokoa Hypertext Transfer Protocol Secure (HTTPS), xato ce
M3M03BaT caMo Kpuntorpadeku tpancnoptau npotokosu TLS (Transport Layer Security) Bepcust 1.2,
nedunupan B RFC 5246 na IETF (The Internet Engineering Task Force — Cnenmanusupana paboTHa
rpymna 3a uHTepHeT umxeHepunr) npe3 2008 r., Bepcus 1.3, nepunupan B RFC 8446 na IETF npe3
2018 r., wm cienBamy No-HOBU BEPCHUU;
3. 3a KkpunTupaHe Ha HHPopMauiITa, 0OMEHsIHA MEXTY yeO ChbPBBpPA U MOTPEOUTETUTE MY, CE
npuiarat M3MCKBaHuATa Ha Wi. 16 1 kato ce B3eMar npeasua nyosmkyBanute B RFC na IETF 3abpanu
3a M3MOJ3BaHEe Ha METOAM 3a udpUpaHe B KpUNTOTpadCKUTE TPAHCIOPTHU MPOTOKOJIH;
4. na ce mpmnoxu noaxoasm Web Application Firewall (WAP), koiito HabmronaBa u puntpupa
Tpaduka OT U KbM CHOTBETHOTO MPUIIOKEHHE C I 3alllUTa Ha yeO IpUJI0KEeHUsATa OT KuOepaTaku OT
tuna Cross-Site Request Forgery (CSRF), Cross-site Scripting (XSS), file inclusion, SQL injection u
ap.;
5. 1a He ce MO3BOJIsIBa BMbKBAHE HA JIaHHU OT CTpaHa Ha MOTPEeOUTENs, OCBEH Ha ONPEICIICHUTE 3a TOBA
MecCTa;
6. BCUYKU BXOJIHU JIaHHU, MIOCTHIBAILU OT KJIUEHTA, BKIIFOUUTEIHO ChIBPHKAHUETO, MPEJOCTABEHO OT
MOTpeOUTENs U ChIBbPKAHUETO Ha Opay3bpa, kato headers Ha mpemnpalanys 1 NOTPeOUTENICKU areHT,
TpsiOBa 1a ObIAT BaTUAUPAHH,
7. IpUIIOKHUA COPTYep Ja HE MO3BOJISABA BbBEXK/IaHE HA CIICIUATHA CUMBOJIA, OCOOCHO TaKHBa, KOUTO
ce mu3nos3Bar B SQL 3asBKUTE;
8. BCUYKM JIaHHU, U3MPALaHU OT KJIMEHTa U TIOKa3BaHU B yeb cTpaHuIla, TpsiOBa qa ObAaT KOJUPaHU C
HTML, 3a na ce rapantupa, 4e ChAbpPXKaHUETO ce n300pa3saBa kato Tekct BMecto HTML enemeHT mm
JavaScript;
9. 3a 3amuTa OT aTaku OT THUIA 0TKa3 oT ycayru (DoS):
a) Jla ce HaJIOXKU OTPaHUYEHHE Ha 3asIBKUTE U MO-CIEIUATHO M0 MaKCHUMallHa Ib)KMHA Ha
ChIbP’KaHUETO, MAaKCHMaJHa IbJDKMHA Ha 3asiBKaTa M MaKCHUMallHa JbJKUHA Ha 3asBKkata no Url,
0) na ce KOH(pUTYpUpaT TUIIBT U pa3MepbT Ha headers, KouTo yed CbpBBPBT Lie IPUEME;
B) J1a ce OrpaHHUYaT BpeMeTpaeHeTo Ha Bpb3kara (connection Timeout), BpemeTo, 3a KOETO ChbPBBPBHT
n3uakBa Bcuuku headers Ha 3asBKarta, mpeau J1a s IpeKbCHE, | MUHUMAIIHUAT Opoii 0aiiToBe B CeKyH/1a
MIpH U3MpaliaHe Ha OTTOBOP Ha 3asBKa, 3a J1a c€ MUHUMU3Upa Bb3aeicTBrueTo 1 Ha slow HTTP araku;
10. 3a 3amura ot brute force ataku 1a ce BbBeie OrpaHU4YE€HUE HAa OPOs HEYCIICUTHH OIMTH 32 BIIM3aHE
B CHCTEMATa;
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11. na He ce U3BEXKAa CHUCHK HA yeO AUPEKTOPHHTE;

12. 6uckButkute (cookies) TpsiOBa ga UMar:

a) ¢uar 3a 3ammra (security flag) — To3u ¢uar uHCTpYKTHpA Opay3bpa, ye "OnCKBUTKATA" MOXKE J1a
ObJIe TOCTBITHA caMo upe3 3amurenu SSL kananm;

0) ¢mar HTTP only — unctpykTrpa Opay3bpa, ue "OuckBUTKaTa" MOXE Ja ObJe TOCTHITHA CAMO OT
CBPBBPA, @ HE OT CKPUIITOBETE, OT CTPaHA Ha KIIMCHTA,;

13. headers Ha oTrOBOpUTE Ha 3asBKU, KOUTO TPSOBA Jla TapaHTHPAT 3alUTa KAKTO HA KIIMEHTA, TaKa U
Ha ye0 caiita (website), KaTo chabpKaT OTITUH, TIOCOYCHH B MPIIIOKEeHNE Ne 5;

14. B rmaBHaTa nupekTopus Ha yeb caiita (website) na ce cioxu (haiin robot.txt, KoiTO AaBa ykazaHus
Ha ye0 poboTtute (60TOBE/MASIIN) KOIKO YECTO ]a 00X0XkK AT calfTa, KAKTO M KOM YacTH OT Hero Ja
00X0XKaT U Ja UHICKCUPAT; aKO TO3H (Daiil He CHIIECTBYBA, yeO poOOTHTE 00X0XK AT IENINs CAaUT —
BCSIKa €/JHa HErOBa CTPAHMUIIA, MTOJICTPAHUIIA, CTATHS, JIMHK U T.H., KOETO KPUE PHCK 32
KOH(UIEHIIMAIIHOCTTAa HAa UHPOPMAIIUITA;

15. mpu u3non3Bane Ha Cucrema 3a ynpaniieHHe Ha chabpkanuero (CMS) na ce mpomenu
HaMMEHOBAHHETO TI0 MoIpa30rpaHe Ha mankara 3a J0CThII IO aIMHHUCTPATOPCKHSI TAHE.

3awuma na Domain Name System (DNS)

Y. 25. CyOexThT TpsIOBa J1a IpeAnprueMe CIeqHUTEe MEPKH 3a 3amurta Ha DNS:
1. mpu u3non3Bane Ha noseye oT eauH DNS CbpBbp, BCEKH OT TSX J1a € Pa3NOJIOKEH B pa3IMdyHa
Mpexa/ToAMpPeKa;
2. na mpwinara DNSSEC (Domain Name System Security Extensions);
3. na munumuzupa DNS 3asBkurte cbriaacio RFC 7816 na IETF ot 2016 1.5
4. na 3abpanu zone-transfers — smonaMepenu Jmia Morat Obp30 J1a ONPEICIIAT BCHUKHA XOCTOBE B
omnpeneneHa 30Ha upe3 Tpanchepu Ha DNS 30HM, 1a crOupat nHpopmanus 3a foMeliHa, 1a u3oupar
LIEJIM 3a aTakH, J]a OTKpUBAT Heusnoia3Banu [P anpecu u aa 3a00MKansIT MpeKOBUS KOHTPOJI Ha
J0CThIIA, 32 J1a KpajaT uHGopMaIms;
5. B KOHQUTYpaTMOHHUS (Baiiil 1a CIOXKH:
a) dmarc (Domain-based Message Authentication, Reporting and Conformance) 3armmwc;
0) SPF (Sender Policy Framework) 3amnmuc.

Qusuuecka cucypHocm

Y. 26. (1) CybekTbT ocurypsiBa pusnuecka 3ammTa Ha HHGOPMAIIMOHHUTE CH aKTUBH Ype3
MpuJiaraHe Ha aJIeKBaTHHU U MIPOMOPLHUOHAIHUA MEPKH CPEIlly 3aIljlaxy OT HEOTOpU3UpaH (pU3HUECKU
JOCTHI 0 TIX. MepkuTe TpsaOBa Jja rapaHTUPaT HATMYHOCTTA, MHTETPUTETA U KOHPHUICHIIUATHOCTTA
Ha UHOPMAITMOHHUTE aKTUBHU.

(2) CyOekThT ocurypsiBa 3auiuTa Ha ”HGOPMAITMOHHUTE CH aKTHBH OT MOXap, HAaBOJHEHUE, XUMUYECKa
1 (u3nuecka mpoMsiHa Ha Bb3/AyXa 4pe3 MOAXOAAIIN MEPKH B ChOTBETCTBHE C HOPMATUBHUTE aKTOBE.
(3) 3a na rapantupa epuKacHOCTTa HA MPHIIOKEHUTE MepKkH 110 al. 1 u 2, CyOeKThT U3BBHPILBA
MOAXOIAI0 HAOIIOICHUE BBPXY THX.

3611/1/;1417’161 HA quycmpuaﬂHu cucmemu 3a KORmpoi

Y. 27. B cayuait ue CyOeKThT U3I10J13Ba HHAYCTPHAIHU CUCTEMH 32 KOHTPOJI, OT
(YHKIMOHUPAHETO U CUTYPHOCTTA HA KOUTO 3aBUCST ChIIECTBEHUTE YCIIYTH, KOUTO MIPEJOCTaBs, TOH €
3abJKEH /1A IPUJIOKHU MOAXOAAIIM MEPKU 3a TAXHATA 3alUTa B CbOTBETCTBUE C U3UCKBAHUATA HA
Hapeza0aTa, ako ca MPUII0KHMHU.

Habnwooenue

Yur. 28. (1) CyOeKThT U3M0JI3Ba CHCTEMa/CUCTEMH 32 aBTOMAaTHYHO OTKPUBAHE HA CHOUTHS,
KOWTO MOTAT Jia MOBIHIAT Ha MpeKoBaTa U MH(GOPMAIMOHHATA CUTYPHOCT Ha BaKHUTE 3a JIEHHOCTTA
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MY CHCTEMHU, Ype3 aHAIIN3 Ha WHPOPMAIMOHHHU MTOTOIH, POTOKOJIU U (ailyioBe, MpeMUHABAIIH ITPe3
KJIFOUOBH YCTPOWCTBA, MO3UIIMOHUPAHHU TaKa, Y€ Ja MOraT Jia aHaJIU3UpaT BCUUKH MMOTOIU, OOMEHSIHU
MEXIYy COOCTBEHUTE MM WH(OPMAIIMOHHA U KOMYHUKAIIMOHHU CUCTEMH, KaKTO U ¢ HH()OPMAIIMOHHHUTE
Y KOMYHUKAIIMIOHHUTE CUCTEMH Ha TPETU CTPAHMU.

(2) CybekThT Opranu3upa upe3 BhTPEIIHU MPaBHUIIa W/WIIK UHCTPYKIINH ISHCTBUATA 32 HAOIIOACHHUE U
peaKIus Ha CUTHAIMTE OT Ta3H/TE3HM CUCTEMa/CUCTEMHU.

Cucmemnu 3anucu (logs)

Y. 29. Ilo oTHomIeHue Ha cucteMuuTe 3anucu CyOeKThT rapaHTupa, ue:
1. B ChbpBBpH 32 MPUIIOKEHHUS, KOUTO MOIbPKAT KPUTUIHU IEUHOCTH, ChPBBPHU OT CUCTEMHATA
HH(PACTPYKTYpa, CHPBBPU OT MPEKOBATa HHPPACTPYKTYpa, OXPAHUTEIIHA ChOPHKEHUS, CTAHIINN 32
MHXEHEPUHT U MOAIPBHKKA HAa MHyCTPUAIIHU CUCTEMH, MPEKOBO 000pyABaHe U pabOTHU MecTa Ha
aIMUHUCTPATOPH C€ PETUCTPUPAT ABTOMATUYHO BCUYKU CHOUTHS, KOUTO Ca CBhpP3aHU Hal-MaJIKO C
aBTEHTHKAIUs Ha MOTPEeOUTENNTE, YIpaBIeHUE Ha MPOQUIINTE, TpaBaTa Ha JOCTHII, IPOMEHHU B
MpaBUJIaTa 32 CUTYPHOCT M (PYHKIITMOHUPaHE Ha MHPOPMAIIMOHHUTE U KOMYHUKAITMOHHUTE CUCTEMU;
2. B 3aIIMCUTE 3a BCAKO OT T€3U CHOUTHUS € 0TOENA3aHO aCTPOHOMHYECKOTO BpeMe, KOraTo € HaCThITUIO
CHOUTHETO;
3. BCUYKH KOMITOHEHTH Ha CUCTEMUTE TIOIIBPKAT €IMHHO BPEME B CHOTBETCTBUE C M3MCKBAHUATA Ha!
a) crangaptu BJIC ISO 8601-1 "Jlata u Bpeme. IIpeacraBsuus 3a o6mMeH Ha nHpopmanus. Yacr 1:
Ocuosuu npasmia” u BJIC ISO 8601-2 "Jlata u Bpeme. [IpeacraBsiHus 3a 00MeH Ha HHPOPMAITHSI.
Yacr 2: Pazmupenus"; BpeMeTo 3a HaCThIIBAHETO Ha CHOUTHSI C TPABHO MJIM TEXHUYECKO 3HAUCHUE CE
OTYHUTA C TOYHOCT JI0 FOJIMHA, JlaTa, Yac, MUHYTa U CEKYH/Ia, a IPY TEXHOJOTUYHA HEOOXOIMMOCT ce
JIOTTyCKa ¥ OTYUTAHE JJO MUJIMCEKYH/A;
0) 3a CHHXpOHM3AIUs HA YACOBHUIIUTE HA KOMIIOHEHTH Ha MHPOPMAITMOHHUTE U KOMYHUKAI[HOHHUTE
cucteMu TpsiOBa na ce u3nossBa mporokoia NTP V4 (Network Time Protocol, Bepcus 4.0 u cnenpamm),
ocHoBaH Ha RFC 5905 na IETF ot 2010 r., kato ce ocurypsiBa XxpOHOMETPUYHA JETEPMUHAIIUSA C
BpeMeBata ckaia Ha UTC (Coordinated Universal Time), uiu aHajgorudeH;
4. nocTeIbT 10 UH(pOPMaLKATA O ajl. | e orpaHUYeH camo J0 JIHIA, UMAIIX 3aIbJKEHUS 3a
HaOJI0IEHUETO Mo cMUChIa Ha wil. 30, 3a pa3pelniaBaHeTo Ha MHIUACHTH C MPEKOBaTa U
nH(pOpMaLlMOHHATA CUTYPHOCT, 32 Pa3KpPUBAHETO U PA3CIIEIBAHETO HA TEKKH MPECTHIICHUS U
npectbiuieHus o wi. 319a — 319¢ ot HakazaTennusa koJekc B CbOTBETCTBUE € Wi. 14, an. 4, T. 2 1 4.
15, an. 3, 1. 3 ot 3akoHa 32 KHOEPCUTYPHOCT; JOCTBITBT J0 Ta3u UHGopMaIus TpsOBa 1a € caMo 3a
YeTeHe;
5. undopmanusTa no an. 1 ce apxuBUpa U C€ ChbXpaHsBA 3a EPHO/] HE MMO-MATbK OT JIBAHAJIECET
Mecela Mpy cra3BaHe Ha U3UCKBaHUATA HA W. 32;
6. CyOexThT TpsiOBa J1a € B ChbCTOSIHHE J]a U3BBPIIBA KOpenalus Ha nHpopManuara no ai. 1 or
pa3IMYHUTE U3TOUHUIM U JIa TIPABSIT aHAIN3, 32 JIa OTKPUAT CHbOUTHUS, KOUTO 3acsiraT MpexoBaTa U
nH(pOpMaLMOHHATA CUTYPHOCT.

anaGﬂeHue HA uHuudeHmu c mpesicoeama u MH@OpMaL;MOHHama cucypHocm

Y. 30. (1) BeB BbTpeniHuTe npaBmiia o CMUChIa Ha Wil 5, all. 1, T. 6 ce perimaMeHTHpar
BCUYKHU JEHHOCTH Mpu 00paboTKaTa Ha CUTHATU M PEAKIUs IPU UHITUICHTH.
(2) BeTpemHuTe mpaBuia mo ai. 1 chabpxar:
1. pena 3a mojaBaHe Ha CUTHAIM 32 HACTBITMIIN WM OTEHIIMATHHA ChOUTHS, OKa3Ball[d HETAaTUBHO
BIIUSIHUE BBPXY MpPEKOBaTa M HH(POPMAIIMOHHATA CUTYPHOCT;
2. uadopmanus 3a TUIaTa, OTTOBOPHH 32 PErUCThpa Ha UHIUICHTHUTE;
3. pena 3a perucTpupaHe Ha CUTHAJA, MPOBEpKaTa Ha HEroBaTa JOCTOBEPHOCT, KIacH(UIIUPAHETO MY,
MPUOPUTU3UPAHETO MY U MOCIEABALIIOTO YBEAOMIBAHE 32 TOBA HA MOAATEIIS;
4. pena 3a yBeioMsIBaHe 3a MHIMCHTA ((DyHKIIMOHATHA U HepapXUyHa ecKalalus);
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5. pena 3a nojaBaHe Ha MH(OpPMAIK 32 HAUKMHA 32 pa3pellaBaHe Ha WHIUICHTA;

6. pena 3a IpUKJIIOYBAHE HA MHIIUJICHTA;

7. mporieca 3a chbOMpaHe, ChbXpaHsIBaHE U MPEIaBaHe Ha JI0KA3aTeICTBA, KOTaTO UHIUIACHTHT
npearojara u3BbpIIBaHCTO Ha IMTPOLCCYyAITHU I[GIZCTBI/ISI cpeiy JIMIC WK OpraHu3anus, BKIFOUUTCIIHO
HEOOXOMMUTE 3a TOBA 3aIUCH;

8. mpaBarta Ha JIOCTHII JIO PETUCThPa HA HHIIHJICHTHTE.

(3) CybekThT pa3paboTBa, MPOBEPSIBA U MOIBPKA B AKTYAITHO CHCTOSHHE IIJITAHOBE 32 CIIPABSHE C
WHITUJCHTHTE, KOUTO OMXa MMaJii Hail-CepHO3HO BB3ICHCTBUE BBPXY MpEkKoBaTa U HHPOPMAIMOHHATA
curypHoct. [ImaHoBete chabpkaT uHGOpPMAIUS 3a:

. OTTOBOPHUKA 33 OpraHU3aIMsITa IPU HACTHIIBAHE HA WHIUICHT;

. pena 3a uHGOPMHUPAHE;

. MEPKHUTE, KOUTO CJIe/IBA JIa CE MPeANpUeMaT H OTTOBOPHOTO 33 TOBA JIUIIE;

. pena 3a KOHCYJITHpaHe;

. pena 3a cie/ieHe Ha MapaMeTpUTe 10 BpeMe Ha MHIIUICHTA;

. IUTETO, KOETO I1Ie ChOMpa M ChbXpaHsIBa HeoOXoauMaTa HHGOpMaIIHs, U JIp.

(4) CyOexThT pa3zpaboTBa cTpaTerusi 32 KOMyHUKAIIHS, KOSTO OMPEAeIis peia 3a CIoAe/sTHE Ha
nH(pOpMaIUATa 33 MHITUACHTA ChC CIYKUTEIH, TAPTHBOPH, TOCTABYUIIN, KIIMEHTH, MEINH, TbPKaBHI
OpraHH.

AN DN BN W=

Veeoomseane 3a unyuoenmu

Y. 31. (1) Ilpu uHIMAEHT ¢ MpexoBaTa U HHPOPMAIIMOHHATA CUTYPHOCT CITY>KUTEJAT WIN
aJIMUHUCTPATHBHOTO 3BE€HO, OTTOBAPSAIIO 32 MpeXOBaTa U MHPOPMAIMOHHATA CUTYPHOCT TI0 CMHCHIIA
Ha WI. 3, alI. 2, yBeIOMSIBAT ChOTBETHHSI CEKTOPEH EKHII 32 pearupaHe Mpu WHITUICHTH C
KOMITIOThPHATa CUTYPHOCT 32 UHIUJICHTUTE B CPOKOBETE, MOCOUYECHU B WiI. 21, ain. 4 u 5 v un. 22 ot
3akoHa 3a KHOEPCUTYPHOCT.

(2) 3a yBemomsBaHeTo 1o ai. 1 umo wi. 17, an. 7 ot 3akoHa 3a KHOSPCUTYPHOCT Ce M3IM0I3Ba (popmara,
MOCcoY€eHa B MpuiiokeHue Ne 7.

(3) IIpu m3nbaHsABaHE HA U3UCKBaHETO HA WiI. 17, an. 8 oT 3akoHa 32 KHOEPCUTYPHOCT CEKTOPHUTE
€KUIIU 32 pearupaHe Mpu UHIUACHTH ¢ KOMIIIOThbpHATa CUTYPHOCT M3Mpauiat 06o01ieHara
cTaTucTUYecKa HHPOpPMAIUS 32 MHIMICHTH KbM HALIMOHAIHUS €KUII 32 pearupaHe npu MHUUJICHTH C
KOMITIOThPHATa CUTYPHOCT, KaTo U3M0JI3BaT popmarta, mocouyeHa B mpuioxenue Ne 8.

(4) B ciryuaii ye nHdopmarmsTa 1o aji. 2 u 3 ce u3mpailia 1o eJICKTPOHHA TMola, Ts TpsOBa 1a €
MOAXO/IAIO 3alUTEHa OT HEOTOPU3UPAH JIOCTHII U JIa € KiacuduiirpaHa cbriiacHo 4i. 6, ai. 7.

Pa3znen 111
YCcTOMYUBOCT

Pezepsupane u apxusupane na ungpopmayus

Yui. 32. (1) BeTpemnurte nmpaBuiia/MHCTPYKIIUU IO CMUCHJIA HA 4. 5, an. 1, T. 6 ce
pa3paboTBaT B COTBETCTBUE C LIEJTUTE U CTPATErMYECKUTE HACOKHU, OIIPEIETICHH B OJUTHKATA 32
MpEeKoBa U MH(POPMAIIMOHHA CUTYPHOCT OTHOCHO 3all[UTa HAa MHTErpuTeTa Ha HH(pOpMalusaTa B Cirydai
Ha MHLUACHT, 3acAralll HeiHaTa JOCTBITHOCT.

(2) BprpennuTte npaBuiIa/MHCTPYKLIKU O all. 1 periaMeHTHpaT MPOLECUTe, CBbP3aHUTE C TAX
JeWHOCTH ¥ OTTOBOPHOCTUTE 110 pe3epBHpaHe U apXUBUpPaHE Ha HH(OpMAIH, KaTO B ChbP)KaHUETO
UM ce BKJII0YBa Half-MaJIKo:

1. uapopmanusTa (6a3u JaHHU, KOHQUTYPAITMOHHU (aiijioBe, UMHUDKUA Ha CUCTEMH U JIp. ), KOSTO IIIe Ce
pe3epBUpa U/WIK apXUBHPA;

2. TEXHOJIOTHATA, KOSATO 1€ Ce M3MO0JI3Ba 32 apXUBUPAHE U PE3CPBUPAHE;
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3. TUI'BT HA pe3epBUpaHE (YACTUYHO, II'BJIHO U JIp.);

4. nepuoIbT Ha U3BBPILIBAHE HA APXUBUPAHETO U PE3EPBUPAHETO;

5. OpoAT Ha KOMUATA, KOUTO LIE CE MPaBIT;

6. BpEMETO 3a ChbXpaHsSBAaHE Ha BCSIKO KOIME ChIIIACHO M3MCKBAHMUATAa HA HOPMATUBHUTE aKTOBE U
OILICHKaTa Ha PUCKa;

7. MACTOTO Ha ChXpaHsIBaHE Ha BCSKO KOIIUE;

8. HAYMHBT Ha 3alIUTa OT HEIIPABOMEPEH JOCTHI ((PU3NIecKa 1 JIOTHIECKA);

9. cmyyauTe Ha U3MOJI3BaHE;

10. mu1eTo, KOETOo JaBa pa3pelieHre 3a N3M0I3BAHETO.

(3) Bcruku u3uCKBaHMS 10 aj. 2 ¢€ ONMPEAEIT OT COOCTBEHHKA Ha HH(POPMAIUATA WA C HETOBOTO
oo0penHue u TpsiOBa a ObaaT CHOOPA3eHU C BPEMETO, 32 KOSTO TS TPsIOBa Ja ce BH3CTAaHOBH, 3a Jia Ce
rapaHTupa HeoOX0IMMOTO HUBO Ha HAJIMYHOCT Ha ycIyrara.

(4) Ilpu pe3epBUpaHETO W/WIM APXUBUPAHETO HA MHPOpPMALMTA CE CIIAa3BAT CIEIHUTE U3UCKBAHUSA:
1. na ce mpaBAT pEryJIsipHUA KOTHS ChOOpa3HO pUCKa OT 3aryda Ha MH(poOpMalus U TMHAMHUKATa Ha
H3MCHEHHUETO i1

2. KonuATa Ha MH(OpMaIMs 1a ca €TUKETUPaHU [0 HAYMH, YKa3Balll €THO3HAYHO IOHE KaKBa €
nH(popmanuaTa, 3a Kosi CHCTeMa, KaKbB METO/]1 € M3M0J3BaH 3a Ch3/laBaHE Ha KOIMETO, JaTa U 4ac;

3. KomusTa Ha YyBCTBUTEIHA MHPOPMAIIHS J1a ca B KPUIITHPAH BUJI WIH MTOHE 3allUTEHH C MapoJa;

4. xonuATa Ha MHQOPMAILMITA J1a Ce ChXpaHsIBaT Ha OT/EJIHA MalllMHA U 110 B3MOKHOCT B JIpyra
3alMTEeHa Mpexka;

5. eIHO OT KOTMATa Ha KpUTUYHA 32 JieiiHocTTa HH(popManus ce cbxpanssa off-line 1 mo Bp3MOKHOCT
B JIpyra crpajia ujiu Ha OTAaJICYeHO MSCTO;

6. 1a ce MpaBH peryJisipHa NpoBepKa Ha FOJTHOCTTA HA PE3EPBHUTE KOMHSI, Al T€ U3ITBIHIBAT LIETUTE,
3a KOMTO Ca Ch3/1aJICHH, U [IOCTUTA JIU C€ HE0OXOAUMOTO BpEME 3a Bb3CTAaHOBSBAHE.

Pe3sepsupane na xomnonenmu na ungppacmpykmypama

Y. 33. Cy0exThT npeanpremMa MoaX0IIIA U B ChOTBETCTBUE C PUCKOBETE MEPKH 3a
rapaHTUpaHe Ha HUBOTO Ha yCIYruTe U IeHHOCTUTE, KOUTO ca B 00XBaTa Ha Hapenbara, Karo:
1. pe3epBUpaHe HA CUCTEMU;

2. pe3epBUpaHE HA YCTPOUCTBA;
3. GaslaHcupaHe Ha HATOBAPBAHETO HA KPUTUYHU YCTPONCTBA UM CHCTEMU;
4. pe3epBUpaHe Ha LICHTPOBE 3a TAHHMU.

IInanose 3a HenpeKkvceaemocm

Y. 34. (1) CybekThT pa3paboTBa IJIAHOBE 3a JCHCTBHUS B CIIy4ail Ha aBapHH, IPUPOIHH
OeNICTBUS WIH IPYTU HEMPEIBUICHU 00CTOATEIICTBA, KOUTO OMXa MPUYMHIIINA TPEKbCBaHE Ha
MpeIoCTaBsiHATa OT HEro yclyra B ChOTBETCTBUE C M3UCKBAHUATA HA Wil 5, an. 1, T. 6.
(2) [InanoBete 1o ajn. 1 chabpIKarT:
1. obcTosiTeNncTBaTA, 32 KOUTO CE€ OTHACAT;
2. mparoBeTe, PU KOUTO CE 3a/IeHCTBAT;
3. IUIIEeTO, KOETO JIaBa pa3pelIeHuE 3a 3a/1eHCTBAHETO UM;
4. pena 3a Bb3CTAaHOBSIBAHE HA YCIYTUTE U IEWHOCTUTE JO ONPEAEIEHO HUBO.
(3) Ilnanosete mo an. 1:
1. ce mpourpaBat NepuoaUYHO, HO HE TIO-PSAKO OT BEIHBHXK B FOJIMHATA, C e J]a ce MIPOBEPH TSIXHATA
aKTyaJTHOCT U Jia ce€ TPEHUpAT JUIaTa, KOUTO UMAT OTTOBOPHOCTH 32 U3IBIIHEHUETO UM;
2. ce MoAIbPKAT B aKTYaJIHO ChCTOSTHUE;
3. ca IOCTBIIHM CaMO 3a JIMIATa, KOUTO UMAaT OTTOBOPHOCTH 3a TAXHOTO M3ITBIIHEHHUE;
4. ce chbXpaHsBaT Hali-MaJKO Ha JBE MECTa, €IHO OT KOUTO € U3BBH CrpajiaTa, B KOSITO C€ HaMupar
CUCTEMUTE, 32 KOUTO CE OTHACST.
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I'naBa Tpera
KOHTPO.I

Ooumu

Yur. 35. (1) KoHtponsT 3a cria3BaHe Ha M3UCKBaHUATA Ha IJlaBa BTOPA U MPUETUTE CTaHAAPTU
CE OCBILECTBSIBA YPE3:
1. BpTpelIHU 0JIUTH (OT IbpBa CTpaHa), KOUTO ca opranuzupanu oT Cy0ekTa u ce U3BbPIIBAT OT
HETrOBU CIIY>KMTEJIM WK OT TPETa CTPAHa, HO OT HETOBO UME;
2. BBHIIIHU OJIUTH OT BTOPA CTpaHa, KOMTO ca OPraHU3UPaHU OT KIMEHTH WK A0cTaBuuiy Ha CyOeKkTa,
3. BBHIIHM OJMUTHU OT TPETA CTPaHa, MPOBEXKIAHU OT HE3aBUCUMHU OpraHHU3ally 3a OJUT, KaTo
KOHTPOJIHHU OpraHu Ha W3IIbJIHUTEIHATA BJIACT WJIM OpraHU3alllK, UMAIIH [IPaBo Jia U3BbPIIBAT
aKpeIuTanus Wik cepTUPUKAIUS.
(2) Opguture no ain. 1, T. 2 u 3 ca NpenopbUUTEITHA MEPKHU.
(3) Ogurure mo an. 1, T. 1 ce usBbpiiBar B choTBeTcTBHE ChC cTanAapT BJIC EN ISO 19011
"Vka3zaHus 3a U3BBPILIBAHE HA OJJUT HAa CUCTEMH 3a yrpasieHue", usuckpanusra Ha cranaapt bJIC EN
ISO/IEC 17020 "OnuensBaHe Ha CHOTBETCTBHUETO", KATO CE CIIa3Ba HAW-MaJIKO CJICIHOTO:
1. onuTHUTE CEe MPOBEXKAAT MEPUOIUYHO, HO HE MO-PAIKO OT BEAHBXK B TOAMHATA;
2. OAUTUTE Ce MPOBEKAT M0 JOKYMEHTUPAHU U 0A00pEHHU MPOLEAYpH, TOUIIIHUA TPOrpaMu 1
IJIaHOBE, KOMTO Ca OMOBECTEHM Ha JIMLaTa, OTTOBAPSIIM 3a OAUTHpaHaTa 00JacT;
3. 0IUTHTE CE U3BBPUIBAT OT JIUIIA, IPUTEKABAIU KBaTU(UKalKs B 00J1aCTTa Ha KOHTPOJIa M UMAaIU
HEOOXOMMUTE 3HAHMS U MPOGECHOHATICH OIUT B 00JIaCTTa HAa MpEXXoBaTa U MH(POpMaIIMOHHATA
CUTYPHOCT;
4. oguTOPHT CHa3Ba NPUHLUIIUTE 32 OYTEHOCT, OE3MPUCTPACTHOCT, MPOPECHOHATUIBM, HE3ABUCUMOCT
Y KOH(HICHIIMATHOCT;
5. oAMTOPBT HE MOXKE J]a OJTUTHUPA COOCTBEHATA CH ICHHOCT;
6. pe3yATaTuTe OT OAUTA C€ JOKYMEHTUPAT U 3a TAX ce HH(OPMHpPA CITYKUTENAT, OTTOBAPSII 32
OJIUTHpaHaTa 00JIacT;
7. Ip1 HECHOTBETCTBUE C M3UCKBAHUATA MOJIPOOHO C€ JOKYMEHTHPA U3UCKBAHETO M KOHCTATUPAHOTO
CHCTOSIHUE U CE TI0COYBA CPOK 32 OTCTPAHSIBAHETO MY;
8. pesynrarute oT oauTa ca ¢ kinacudukanus TLP-AMBER.
(4) CyOekThT npenocTaBs pe3yaTaTUTe OT OJUTUTE HA CbOTBETHHS HAlIMOHAJIEH KOMIIETEHTEH OpraH
chriacHo wi. 16, ain. 5 ot 3akoHa 3a KHOEPCUTYPHOCT.

Ilposepxu

Y. 36. (1) (M3m. — [IB, Op. 47 ot 2022 r., B cruta ot 24.06.2022 r.) IIpoBepkure 3a
CHOTBETCTBHE C M3UCKBAHUATA HA IJ1aBa BTOPA, OCBHIIECTBIBAHU OT MUHUCTHPA HA €IEKTPOHHOTO
yIpaBJeHHEe ChIIIacHO Wwi. 12, T. 6 0T 3ak0oHa 32 KHOEPCUTYPHOCT, CE€ U3BBPIIBAT CHOOPA3HO CTaHIAPT
BJIC EN ISO 19011 "Yka3anus 3a u3BbpILIBaHE HA OJUT HA CUCTEMH 32 yIIpaBJieHUE" U U3UCKBAHUSITA
Ha crangapt bJIC EN ISO/IEC 17020 "OueHsiBaHe Ha ChOTBETCTBUETO".

(2) (M3m. — 1B, 6p. 47 ot 2022 1., B cuna ot 24.06.2022 1.) [IpoBepkuTe ce mpoBeXaaT 1mo
JOKYMEHTUPAHU U YTBHPJICHU OT MUHUCTHPA Ha €JIEKTPOHHOTO YIPaBJIEHNWE BHTPEIIHH MpaBUJa.
(3) (U3m. — 1B, 6p. 47 ot 2022 1., B cuita ot 24.06.2022 r.) [IpoBepkute ce U3BbPUIBAT MO T'OJHUIITHA
nporpama, o100peHa OT MUHUCTbpa Ha eJIEKTPOHHOTO YIpaBJIE€HUE, KOSTO ce MyOJuKyBa Ha
CTpaHHUIlaTa HAa MUHUCTEPCTBOTO JI0 Kpasi Ha MpeaXo HaTa roAUHa.

(4) (U3m. — 1B, 6p. 47 ot 2022 1., B cuna ot 24.06.2022 r.) [IpoBepku u3BBH 000peHaTa TOAUIIHA
MporpaMa ce U3BBPIIBAT N0 UCKaHEe Ha MpaBOMMAIIl OpraH, KakTo U 1o 3asBka Ha CyOekTa, KaTo
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MOCIIEIHUTE C€ OCHIIECTBIBAT CaMO IPU HAJMYUE HAa CBOOOJIEH peCypc Ha OTPABOMOIIEHUTE OT
MUHHUCTHPA Ha €IEKTPOHHOTO YIIPaBIICHHUE JIHIIA.

(5) 3a Bcsika mpoBepKa OMPaBOMOIIEHUTE JIMIIA Ch3AaBaT IUIaH, C KOWTO Ce 3all03HaBa
aJIMMUHHUCTPATUBHUAT OpPraH WK CbOTBETHO pbKoBoauTenat Ha CybOekra o un. 1, an. 1, 1.2 -5 —
00eKT Ha mpoBepKara.

(6) Bpemero 3a u3BBpILIBaHE HA MPOBEPKATA C€ ChITIACyBa C AJIMUHUCTPATUBEH OPraH WK ChOTBETHO C
pbKoBoauTENS HAa onauTupanusa CyOekT no wi. 1, an. 1, T. 2 — 5 — 00ekT Ha mpoBepKaTa, He O-KbCHO OT
CelleM JTHU TPEeIX HAadaloTo Ha MPOBEpKara.

(7) (M3m. — 1B, 6p. 47 ot 2022 1., B cmna ot 24.06.2022 1.) OnipaBoMOIIIEHUTE OT MHHHUCTHPA Ha
€JIEKTPOHHOTO YITPaBIICHHE JIMIA TPSAOBA J1a MPUTEX)aBaT KBATM(HUKAIK B 001acTTa Ha KOHTPOJIA U J1a
uMaT HeoOXOAMMUTE 3HAHUS U TPOo(ECHOHANICH ONTUT B 00JacTTa Ha MpeXoBaTa U MHPOPMAaIlMOHHATA
CUTYpPHOCT.

(8) OmpaBoMoOIIIEHHUTE JIUTIA CMIA3BaT MPUHIIMITUTE 32 TIOYTEHOCT, O€3MPUCTPACTHOCT,
npodecroHaIn3bM, HE3aBUCUMOCT U KOH(QUACHIIUATHOCT.

(9) OnpaBoMOTIIEHHUTE JIUIIA U3TOTBAT JOKJIAJ C PE3YATATUTE OT MPOBEPKATa B CPOK HE MO-KBbCHO OT 10
JTHU clie/l IPUKII0YBaHeTo Ha nposepkara. JloknaasT ce kiacupuuupa ¢ TLP-AMBER.

(10) (U3m. — 1B, Op. 47 ot 2022 r., B cuna ot 24.06.2022 r.) B goxianga mo ain. 9 ce mocousa u
OIIEHKaTa, MOJy4eHa B CHOTBETCTBUE C METOIMKATA 32 M3BBPIIIBAHE HA OIICHKA Ha MpEXOBaTa U
nH(pOpMallMOHHATA CUTYPHOCT, IPUETa OT MUHUCTHPA Ha €JIEKTPOHHOTO YIIPaBJI€HUE ChIIIacHO Wi. 12,
T. 7 0T 3aK0oHa 3a KHOEPCUTYPHOCT.

(11) B ciyyaif Ha KOHCTaTUPAHO HECHOTBETCTBHE C M3UCKBAHUATA B JOKJIAa MOJPOOHO ce
JTOKYMEHTHPA U3UCKBAHETO M KOHCTATHPAHOTO CHCTOSTHUE, CPOK 332 OTCTPAHSIBAHETO MY U aKO €
HE00X0IMMO, IPEMOPHKH KaK J1a ObJIe OTCTPAHEHO.

(12) B noxnana o an. 9 Moske 1a Ob1aT BKIFOUECHH U MMPEMOPHKH 3a M000psiBaHE HA HUBOTO Ha
MpekoBaTa U MH(pOpMallMOHHATa CUTYPHOCT.

(13) (U3m. — JIB, Op. 47 ot 2022 r., B cuia ot 24.06.2022 r.) MUHUCTBPHT Ha EIEKTPOHHOTO
yIpaBieHUE WK YI'BIHOMOIIEHO OT HETo JIMIE U3Mpalia J0KIaaa Mo aj. 9 Ha aIMUHUCTPATUBHUS
opras, CbOTBETHO Ha pbkoBoauTeNs Ha CyOeKkTa, KbAETO € HallpaBeHa MpoBepKara.

(14) (U3m. — JIB, Op. 47 ot 2022 r., B cuna ot 24.06.2022 r.) MUHUCTBPBT Ha €ICKTPOHHOTO
yIpaBJeHUE WU YIIBIIHOMOIIEHO OT HETO JIMIIE MJIaHUpa ASUCTBUSA 3a MOCIIEBAI KOHTPOJ 32
OTCTpaHsBaHE Ha KOHCTATHPAHUTE HECHOTBETCTBUA U MHGOPMUPA 3a TAX PHKOBOAUTENS HA
OJMTHUPAHOTO JuLE 1o wi. 1, am. 1.

Anxemu

Y. 37. (1) 3a nenute Ha wi. 16, an. 3, T. 3 oT 3aKoHa 3a KHOEPCUTYPHOCT HAIIMOHATHUTE
KOMIIETEHTHH OpTaHU M3MOJI3BaT U aHKETH.
(2) AHkeTHTE ce OTHACAT 0 00XBaTa Ha Ta3u Hapenda, MocoYeH B Wi 1, ai. 2.
(3) B ankeruTe Moxke J1a ce ucka uH(opMalus OTHOCHO BCUYKU U3UCKBaHUs, IOCOYEHH B TJlaBa BTOPA,
OTJICTHU pa3fiesid OT Hesl WK OTJICITHU YICHOBE, HE3aBHUCHMO B KOU pasJien ca.
(4) lorptHEHUTE aHKETH ca ¢ kinacudukanus TLP-AMBER.

I'naBa yerBBpTA
PEI'MCTDHBP HA CBILIECTBEHUTE YCIIYI'N

Hoenmuguyupane na cvuyecmeenume yciyeu u Ha onepamopume Ha CbuecmeeHu yCiyeu

Y. 38. (1) ATMUHHMCTPAaTUBHUTE OPTaHu, ONPEAEICHHU C pellieHrne Ha MUHUCTEPCKHSI ChBET
chIIIacHo Wi. 16, ant. 1 ot 3akoHa 32 KUOEPCUTYPHOCT, UACHTU(DHUIMPAT U PETUCTPUPAT CHIIECTBEHUTE
YCIYyTU B CbOTBETHUTE CEKTOPH U MOJICEKTOPH U ONIEPATOPUTE, KOUTO T'M IIPEJOCTABST.
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(2) 3a nenure Ha an. 1 aAMMHUCTPATUBHUTE OPraHU IpUIaraT METOAUKATA, IPUETA C PELICHUE Ha
MuHuCTEpCKHS CHBET.

(3) AIMUHHCTPATUBHUTE OPTraHH 110 ajl. 1 peryisipHo, HO HE MO-MaJIKO OT BEIHBK Ha JBE FOJIMHH,
IIpaBsAT Hperies Ha:

1. agekBaTHOCTTA HA CHIEUU(DUIHUTE 32 CHOTBETHHS CEKTOP KPUTEPUH U €BEHTYaJTHH IParoBe 3a
OTIpe/ieNIsIHE Ha CHIECTBEHUTE YCIYTH, NePHUHUPAHA B METOAMKATA TIO all. 2;

2. CBIIECTBEHUTE YCIYI'H B CbOTBETHUTE CEKTOPU U MOJICEKTOPU U ONIEPaTOPUTE, KOUTO THU
IIPEJOCTaBAT.

Knacuguxayus na ungpopmayuama 6 pecucmvpa Ha cvujecmeenume yciyau
Y. 39. Undopmanusita, crOpana no wi. 38, e ¢ kacudukamus TLP-RED.
Ilo00pwoicka na ungopmayuama 6 pecucmvpa Ha CvbuecmeeHume yciyeu

Y. 40. (1) (U3m. — [IB, Op. 47 ot 2022 r., B cruta ot 24.06.2022 r.) AIMUHUCTPATUBHUTE
oprasu 1o 4i. 38, ajn. 1 mpenaBaT Ha MUHHCTBHpPa Ha €JIEKTPOHHOTO yIpaBjieHHe HH(popManusTa 3a
CBILIECTBEHUTE YCIYTHU B CbOTBETHUTE CEKTOPHU U MOJCEKTOPH U 3a ONEpPaTOpUTe, KOUTO TH
MPEAO0CTAaBST, MOCOYECHA B WI. 6, ai. 1 oT 3akoHa 3a KHOEPCUTYPHOCT, M MH(pOpMaIHATa, ChOpaHa B
pe3yaTar Ha U3MBJIHEHUE Ha Wi. 38, al. 2 MO0 3alUTeHN KOMYHUKAIIMOHHU KaHAJIH.

(2) (M3m. — IB, Op. 36 ot 2022 1., 6p. 47 oT 2022 1., B cuinia ot 24.06.2022 r.) MUHUCTBPBT Ha
TpaHCIOpTa U ChOOIIEHUATA TIpeJaBa Mo 3al[UTeH KOMYHUKAIIMOHHY KaHall Ha MUHHUCThpPA Ha
€JIEKTPOHHOTO yIpaBieHHe HHPOpMAIHATa 32 BCHUKU HU(POBH YCIYyTU ChIIIACHO peuuTai 57 oT
Hupektupa (EC) 2016/1148 na EBponeiickus napnament u Ha CbBeTa oT 6 1011 2016 1. 0THOCHO
MEpPKH 3a BUCOKO 001110 HUBO Ha CUTYPHOCT Ha MpeXHTe U nHpopMamoHuure cucremu B Cproza (OB,
L 194/1 ot 19 romu 2016 1.), pa3npenencHu 1o BUAOBE ChIIacHO npuioxeHue Ne 2 kpMm 4. 4, an. 1, T.
2 kbM 3aKOHa 3a KUOEpCUTYPHOCT, U 33 JOCTABUUIUTE, KOUTO I'M MIPEJOCTABSIT.

Aomunucmpupane

Y. 41. (U3m. — [IB, 6p. 47 ot 2022 1., B cruta ot 24.06.2022 r.) OnpaBoMOIIEHN OT
MUHHUCTBHPA Ha €JICKTPOHHOTO YIIPABJICHUE CIY)KUTEIH aIMIHUCTPUPAT PETHCTHP HA CHIIECTBCHUTE
YCIYTH U BbBEXKIAT HH(POPMAIIHATA, ITOJTydeHa 10 WI. 38.

3awuma Ha pecucmvpa Ha cvujecmeenume ycuyeu

Yu1. 42. KpM peructbpa Ha ChIIECTBEHUTE YCIYTH C€ MpUiaraT aleKBaTHUTE U MPUITIOKUMHI
MUHHMAaJIHU MEPKH 3a MPEKoBa 1 HH(OPMAIIMOHHA CUTYPHOCT, IIOCOYEHU B TJlaBa BTopa, pasaen Il ¢
YTOYHEHHUSITa, TOCOYeHH B wi. 19, u paznen II1.

anasﬂeﬂue Ha docmwvna 00 pecucmovpa HA cvlyecmeerume yciycu

Y. 43. (1) docthn 10 perucTbpa Ha ChIIECTBEHUTE YCIYTH UMAT YI'BIHOMOIIICHU
IIPEJCTaBUTEININ Ha:
1. HannoHnanHust €KuIl 3a pearupase Npy MHUUAECHTH ¢ KOMITIOThPHATa CUTYPHOCT IO CMHUChJIa Ha Yl
19, an. 1 ot 3akoHa 3a kKHOEPCUTYPHOCT 3a U3MbJIHEHHE Ha (pyHKIMKUTE My 110 wi. 19, an. 2, 1. 1 u 10,
KaTo JIOCTBIIBT € JI0 Iisi1aTa HH(pOpMalKs U J1aBa MPaBo caMo 3a YETEHE;
2. CEKTOPHMTE E€KHIIN 33 PEarupaHe Ha MHIMJIEHTH ¢ KOMIIOTbPHATA CUTYPHOCT 110 CMHUCBJIA Ha Wi 18,
ant. 1 ot 3akoHa 3a KUOEPCUTYPHOCT 3a M3MbJIHEHUE Ha (yHKIUUTE My 1o wi. 18, an. 3 u 7 ot 3akoHa
3a KHOEPCUTYPHOCT, KaTo JIOCTBITBT € caMo JI0 MH(OpMaIusATa 32 CbOTBETHHUS CEKTOP U JIaBa MPaBo
CaMo 3a YETEHE;
3. HanmoHamHOTO €IMHHO 3BEHO 3a KOHTAKT IO CMUCHJIAa Ha 4il. 17, an. 1 oT 3akoHa 3a
KHOEpCUTypHOCT 3a M3MbJIHEHUE Ha GyHKUuuTe My 1o wi. 17, an. 2, 3, 4 u 7 ot 3akoHa 3a
KHOEpCUTYPHOCT, KaTo JOCTBHIBT € JI0 Isy1aTa MH(pOopMaIys U JaBa MpaBo caMo 32 YETEHE,
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4. HAIIMOHAJIHUTE KOMIIETEHTHU OPraHu M0 CMUCHJIA Ha wi. 16, ai. 1 oT 3akoHa 3a KHOEPCUTYPHOCT 3a
U3ITBJIIHEHUE HA PYHKIMHUTE UM 110 Wwi. 16, ain. 11 oT 3akoHa 3a KHOEPCUTYPHOCT, KaTO IOCTHITBT € CaMO
70 UHGOPMAaLUATA 32 CHOTBETHUS CEKTOP U JaBa MPAaBO HA YETEHE U PEeJaKTHPaHE camo JO MoJieTa
"1nure 3a KOHTakT" ¥ "KOHTAKTHU TOYKHU'.

(2) HocThIbT 10 perucTbpa € MHAUBUAYAJIEH, KaTO 3a LIeJTa aJMUHUCTPATUBHUTE OpPraHu 1o ui. 38,
asl. 1 mojaBaT CHMCHK Ha YITBJTHOMOIIEGHHUTE CITYKUTEIH, KOUTO M3ITBIHIBAT (DYHKIUU B CHOTBETHUS
HaIMOHAJIEH KOMIIETEHTEH OPraH U CEKTOPEH €KHII 3a pearupaHe MpH WHIMJICHTH ¢ KOMITIOThpHATa
CUT'YPHOCT.

(3) (U3m. — 1B, Op. 47 ot 2022 1., B cuia ot 24.06.2022 r.) [Ipu mpomMsiHa Wi IpeKpaTsiBaHe Ha
CITy’)K€OHUTE MPABOOTHOIICHUS aIMIUHUCTPATUBHUAT OpraH 1o wi. 38, an. 1 nuadopmupa nrucMeHo B
paMKUTE Ha €IMH pabOTEH AEH MUHUCTbPA Ha €JIEKTPOHHOTO YIPABJIEHUE WIH YITBIHOMOIIEHO OT HETO
JIUIE 32 HACTBIIWJIMTE IPOMEHU 32 KOPUTHPaHE Ha IOCThIIA J0 PETUCThpa HA ChIIECTBEHUTE YCIYTH.
(4) (U3m. — 1B, 6p. 47 o1 2022 1., B cuna ot 24.06.2022 r.) JlocThIT 0 pErUCTbpa Ce JaBa Cle.
0/100peHre OT MUHUCTHPA Ha €JIEKTPOHHOTO YIPABIEHUE WM YII'BIHOMOILIEHO OT HETO JIUIIE.

(5) Cayxurenute no wi. 41, KOUTO AIMUHUCTPUPAT PETUCTHPA Ha CHIIIECTBEHUTE YCIIyTU, Hail-MaJIKo
BEJIHBK B TOJIMHATa MHULIMUPAT MIperjie/l Ha MpaBara 3a AOCTHII [0 CMHUChIa Ha Wil. 19, T. 4.

(6) 3a moCTBI 10 PETUCTHPA CE U3I0JI3BA MTOHE IBY(DAKTOPHA aBTCHTHKAIIUS.

JOIBJIHUTEJIHU PA3SIIOPE/IBA

8 1. Hapenbara e cho0pa3eHa Che:
1. I'pynara cranpaptu BJIC (EN) ISO/IEC 2700x — UndopmanrionHu TexHosiorun — Meronu 3a
curypHocT — CucreMu 3a yrpaBiieHHEe Ha CUTYPHOCTTa Ha HHpOpMaIHsTa.
2. Ipyru MexayHapoJHH CTaHIapTH B 001acTTa Ha UH(POPMALIMOHHUTE TEXHOJIOTUHN U CUTYPHOCTTA Ha
nH(popManuaTa, mocoueHu B npuioxenne Ne 1.
3. IlpenopbkuTe Ha ['pymara 3a CbTPYIHUYECTBO 1O MPEKOBA U MHPOPMAIIMOHHA CUTYPHOCT KbM
EBpomnetickara komucus ot peBpyapu 2018 T. OTHOCHO MEPKHUTE 32 CUTYPHOCT 3a OTIEPATOPUTE Ha
OCHOBHH YCITYTH.
4. 1oOpu npakTuku B 007acTTa Ha UHPOPMAITMOHHUTE M KOMYHUKAIMOHHUTE TEXHOJIOTHH,
MpernopbyUaH OT BOJAEUIN B 00JIaCTTa Ha MpeKoBaTa U UH(OPMALIMOHHATA CUTYPHOCT OpraHu3alltu.

8§ 2. Ilo cmuchIa Ha HapeaOaTa:
1. DNSSEC (Domain Name System Security Extensions) e Habop oT pa3mmpenust KbM DNS
cUCTeMarta, Ype3 KOUTO ce A00aBsi HauMH 3a BepuHIMpaHe Ha aBTEHTUYHOCTTA Ha MyOJIMKyBaHaTa
DNS undopmarus 3a naaen nomeiin. Upes DNSSEC ce ynocroBepsiBa nctuaHocTTa HAa DNS
nH(popmManuaTa 3a AaJieH JOMEeHH, KaTo M0 TO3U HAYMH MHAUPEKTHO Ce 3allUTaBa aBTEHTUYHOCTTA Ha
BCUYKH YCIYTH OT TO3U JIOMEIH, a CHILIO U MOTPEOUTETUTE HA TE3U YCIYTH.
2. Dmark (Domain-based Message Authentication, Reporting and Conformance) — 3amuc, yka3saii
MOJIMTUKUTE 32 BaJUAUpaHe, Pa3poCTPaHEHUE U OTUETHOCT Ha €JIEKTPOHHATA TOIA B pAMKHUTE Ha
nomeiina, ceriacHo RFC 7489 na IETF.
3. SPF (Sender Policy Framework) — 3amuc, yka3Baiil MeTo/1a 3a yAOCTOBEpsBAHE Ha CICKTPOHHA
noma, ceriaacHo RFC 7208 na IETF ot 2014 r. 3anucsT Tpsibsa na 6bae BB popmat DNS TXT (type
16) Resource Record (RR) cermacuo RFC 1035 na IETF.

IHNPEXOJAHU U 3AKVIIOYUTEJHU PA3IIOPE/IBA

8 3. B cpok 4 mMecena OT BIM3aHETO B cHila Ha Hapeabara cyoektuTe mo wi. 1, am. 1
IIPUBEXK AT AEUHOCTTA CU B CBOTBETCTBUE C IJIaBa BTOPA.

8 4. Hapenbara ce nmpuema Ha OCHOBaHHE Wi. 3, all. 2 0T 3aKOHa 332 KHOEPCUT'YPHOCT.
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I[TOCTAHOBJIEHHUE Ne 134
Ha Munucrepckus cbBeT oT 20 roHu 2022 r. 32 U3MEHEHHUE U

JOITBTHCHUE HA HOPMATHBHHU aKTOBE HAa MHHHUCTEPCKHS CHBET
(B, 6p. 47 ot 2022 1., B cuna ot 24.06.2022 1.)

8 2. B Hapenbara 3a MUHUMAQJIHUTE H3MCKBAHUS 32 MPEKOBA U HH(POPMAI[HOHHA CUT'YPHOCT, TIPUETa C
[TocranoBnenue Ne 186 na Munucrepckus cpet oT 2019 r. (06H., IB, 6p. 59 ot 2019 1.; u3Mm. u gom.,
op. 36 ot 2022 r.), HaBcskbae nymute "lIpencenarenst Ha JIbpxaBHa aredius "EjxexkTpoHHO
ynpasienue", "npencenarens Ha JbppxaBHa areHims "EnekrponHo ynpasienne" u "arenuusita" ce
3aMEHST ChOTBETHO C "MMHUCTBHPHT Ha €IEKTPOHHOTO yIpaBiieHue", "MUHUCTbpa Ha €J1EKTPOHHOTO

ynpasieHue" u "MHUHHCTEPCTBOTO".

Ipunoxenmne N lxvMm un. 2, ajn. 4
CIIUCBK HA CTAHIAPTHU B OBJIACTTA HA MPE’)KOBATA U
NHO®OPMAIIMOHHATA CUT'YPHOCT

Cmanoapmu 3a ynpaenenue Ha cu2ypHocmma Ha uHgopmayusama

BJIC EN ISO/IEC 27000 — MadopmanioHHN TeXHOJIOTHH — MeToau 3a
curypHoct — Cucmemu 3a ynpaeienue Ha CUZYPHOCHIMA HA UHGopmayuama —
Oow npezneo u peuHuk

BJIC EN ISO/IEC 27001 — MadopManiioHHN TeXHOJIOTHH — MeToau 3a
curypHoct — Cucmemu 3a ynpaenenue Ha CUZYPHOCHIMA HA UHGopmayuama —
H3uckeanusn

BJIC EN ISO/IEC 27002 — NadopMaliMOHHU TEXHOJIOTHH — MeToau 3a
curypHoct — Koodekc 3a 0o6pa npakmuka 3a ynpaenenue Ha CUZYpHOCImMa Ha
ungopmayuama

BJIC ISO/IEC 27003 — adopmaimoHHN TEXHOJIOTUH — METOIU 32 CUTYPHOCT —
Ykazanus 3a eénedpseane na cucmemu 3a ynpaenenue na cucypnocmma Ha
uHgopmayuama

BJC ISO/IEC 27004 — npopMaliuOHHU TEXHOJIOTUHU — METO/IU 32 CUTYPHOCT —
Ynpaenenue na cucypnocmma na ungpopmayuama — Haonrwoenue, uzmepesane,
aHau3 u oyueHseane

ISO/IEC 27009 - Information technology — Security techniques — Sector-
specific application of ISO/IEC 27001 — Requirements (MudopMmarroHuu
TEXHOJIOTHU — TEeXHUKH 3a CUT'YPHOCT — Cneuu¢ulmo 3a CeKmopume npujiazane
na ISO/IEC 27001 — H3uckeanus)

BJIC ISO/IEC 27013 — VHopMaiuOHHN TEXHOJIOTUU — MeToiu 3a CUTI'YpHOCT —
Ykazanusn 3a cvemecmno eneopasane na ISO/IEC 27001 u ISO/IEC 20000-1
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ISO/IEC 27014 — Information technology — Security techniques — Governance of
information security (MapopMainoHHN TEXHOIOTUH — METOM 38 CUTYPHOCT —
Ynpaenenue na cuzypnocmma na unghopmayusama)

ISO/IEC 27017 — Information technology — Security techniques — Code of
practice for information security controls based on ISO/IEC 27002 for cloud
services (MudopmanmoHHu TeXHOJIOTUU — MeToau 3a curypaoct — Keodekc 3a

000pa npaKmuKa 3a KOHMPOJ HA CUZYPHOCIMA HA UHpoOpmayuama 3a
oonaunu ycayeu, 6azupan na ISO/IEC 27002)

ISO/IEC 29146 — Information technology — Security techniques — A framework
for access management (MudopmannoHHN TEXHOIOTUH — METOIM 38 CUTYPHOCT
— Pamka 3a ynpaenenue na docmona)

BJIC ISO/IEC 27018 — MudopMaIlimoHHH TEXHOJIOTHH — METOIn 3a CUT'YPHOCT —
Kooekc 3a 006pa npakmuka 3a 3awguma na auunu oannu (personally
identifiable information PII) 6 o6uwecmeenu oonrauu, oeiicmeauiu Kamo
aomunucmpamopu na PIl

Cmanoapmu 3a ynpaenenue Ha pucka

BJIC ISO/IEC 27005 — MudopMalimoHHN TEXHOJIOTHH — METOI1 32 CUTYPHOCT —
Ynpaenenue na pucka 3a cuzyppocmma na ungpopmayuama

BJAC ISO 31000 — YnpasneHnue Ha pucka — Yxkazanus
BAC EN 31010 — YnopasneHnue Ha pucka — Memoou 3a ouyenasane Ha pucka

ETSI TS 102 165-1 — CYBER; Methods and protocols; Part 1: Method and pro
forma for Threat, Vulnerability, Risk Analysis (TVRA) (KUBEP; Memoou u
npomoxoau; Yact 1: Meroauka u npodecruonanHa ¢popma Ha 3aruiaxa,
ySI3BUMOCT, aHasin3 Ha pucka (Threat, Vulnerability, Risk Analysis (TVRA)

Cmanoapmu 3a udenmughuxayus u a8meHmuKayus

ISO/IEC 11770-1 — Information technology — Security techniques — Key
management — Part 1: Framework (MudopManmoHHu TexHoaoruu — MeToiu 3a
CUTYPHOCT — Ynpaegnenue na knrouoeeme —Yacr 1: Pamka)

ISO/IEC 11770-2 — Security techniques — Key management — Part 2:
Mechanisms using symmetric techniques (MugopManHoHHH TEXHOJIOTHH —
Metoau 3a curypHocT — Ynpaenenue na knouoeeme — Yact 2: Mexanuzmu,
H3M0JI3Ball CUMCTPHUYIHU TeXHI/IKI/I)
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ISO/IEC 11770-3 — Information technology — Security techniques — Key
management — Part 3: Mechanisms using asymmetric techniques
(MndopManmoHHU TEXHOJOTHU — METO/ M 32 CUTYPHOCT — Ynpasienue na
Kkrwuoseme — Yact 3:Crnopazymenue 3a Hesuaumu Diffie-Hellman xirodose)

ISO/IEC 11770-4 — Information technology — Security techniques — Key
management — Part 4: Mechanisms based on weak secrets (Mngopmaunonau
TEXHOJIOTuM — MeTou 3a CUTYPHOCT — Ynpasnenue na knrouoseme — Yact 4:
MexaHn3MH, OCHOBaHU Ha CJ1abu TallHU)

ISO/IEC 11770-5 — Information technology — Security techniques — Key
management — Part 5: Group key management (MugopmMannoHHu TEXHOJIOTHH
— Meroau 3a curypHocT — Ynpaenenue na knrouoseme —Yact 5: YnpasieHue Ha
IPYNOBU KIIFOUOBE)

ISO/IEC 11770-6 — Information technology — Security techniques — Key
management — Part 6: Key derivation (Mu¢opMannoHHu TEXHOJIOTHU —
Mertou 3a CUTYpHOCT — Ynpaenenue na knouoeeme —Yact 6: JlepuBanus Ha
KIJIFOUOBE)

ISO/IEC 20889 — Privacy enhancing data de-identification terminology and
classification of techniques (TexHonoruu 3a 3aiuTa Ha JMYHATE JAHHH OT JIe-
UJEHTUPUKAIS, TEPMUHOJIOTUS U Ki1acu(UKalMs Ha TEXHUKUTE)

ISO/IEC 24760-1 — Information technology — Security techniques — A framework
for identity management — Part 1: Terminology and concepts (MudopmanunoHHu
TeXHOJIOTUM — MeToau 3a CUrypHOCT — Pamka 3a ynpaenenue na
uodenmuynocmma — Yact 1: TepMUHOTIOTHS U TTOHSATHUS)

ISO/IEC 24760-2 — Information technology — Security techniques — A framework
for identity management — Part 2: Reference architecture and requirements
(MuadopmarmoHHu TEXHOJIOTHU — MeTou 3a cUurypHoCT — Pamka 3a ynpaenenue
Ha udenmuynocmma — Yacr 2: [IlpenopbrunTesHa apXuTEeKTypa ¥ U3UCKBAHUS )

ISO/IEC 24760-3 — Information technology — Security techniques — A framework
for identity management — Part 3: Practice (MubopMamroHH: TEXHOIOTHH —
Mertoau 3a curypHocT — Pamka 3a ynpaenenue na udenmuuynocmma — Jacr 3:
[Ipunarane)

ISO/IEC 29115 — Information technology — Security techniques — Entity
authentication assurance framework (Mudopmammontu TexHonoruu — Meroau
34 CUTYPHOCT — Pamka 3a apanmupane Ha aemenmuiHocmma Ha cyﬁekmu)

ISO/IEC 29151 — Information technology — Security techniques — Code of
practice for personally identifiable information protection (Muadopmarmonan
TEXHOJIOTHU — TEeXHUKU 3a CUT'YPHOCT — Kooekc na npaxkKmukKu 3a 3auiuma Ha
uYHamMa ungopmayus)

ISO/IEC 29191 — Information technology — Security techniques — Requirements
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for partially anonymous, partially unlinkable authentication (Mudopmarronau
TEXHOJIOTHHU — TEeXHUKH 3a 3amuTra — H3uckeanus 3a vacmuyHo aHOHUMHO
ydocmoeepﬂeane, yacmuuiHa nceedomunumuuﬂ)

ISO/IEC 18370-1 — Information technology — Security techniques — Blind digital
signatures — Part 1: General (Mudopmauuonun TexHosorun — Meroau 3a
curypHoct — Heeuoumu yugpoeu noonucu — Yact 1: OO nojgoxxeHms )

ISO/IEC 18370-2 — Information technology — Security techniques — Blind digital
signatures — Part 2: Discrete logarithm based mechanisms (Mapopmaimonsu
TexHoJyioruu — Meroau 3a curypaoct — Hesuoumu yugpposu noonucu — Yacr 2:
Mexanu3mu, 6a3upaHy Ha AUCKPETHU JIOTaApUTMH)

ISO/IEC 20008-1 — Information technology — Security techniques — Anonymous
digital signatures — Part 1: General (Mudopmaronau Texnonoruu — Mertou 3a
CUTYPHOCT — AHonumnu yughposu noonucu — Yacrt 1: OO11M MOTOKEHHS)

ISO/IEC 20008-2 — Information technology — Security techniques — Anonymous
digital signatures — Part 2: Mechanisms using a group public key
(MadopmarmoHHu TEXHOIOTHU — METOM 32 CUTYPHOCT — AHOHUMHU UUposu
noonucu —Yact 2: MexaHnu3MH € U3MO0JI3BaHE HA TPYIOB IMyOJIMYEH KITI0Y)

ISO/IEC 20009-1 — Information technology — Security techniques — Anonymous
entity authentication — Part 1: General (MudopmannoHHr TEXHOIOTHH — MeToau
3a curypHoct — Hoenmuguxkauun na anonumuu ooexkmu — Yact 1: O6mm
TTOJIOYKEHHUS )

ISO/IEC 20009-2 — Information technology — Security techniques — Anonymous
entity authentication — Part 2: Mechanisms based on signatures using a group
public key (MHpopManrioHHr TeXHOJIOTHH — MeTo/IM 3a CUTYPHOCT —
Hoenmugpuxayus na anonumnu ooexmu —Yact 2: Mexanu3zmu, OCHOBaHU Ha
MOAINMKCHU C U3MOJ3BaHE HA TPYNOB MyOJINYEH KITH0Y)

ISO/IEC 20009-4 — Information technology — Security techniques — Anonymous
entity authentication — Part 4. Mechanisms based on weak secrets
(Mudopmarnmonnu TexHonoruu — Meroau 3a curypHoct — Moenmugukayus na
anonumuu ooexmu — Yact 4: MexaHu3Mu, OCHOBaHH Ha CJ1a0u TaitHN)

Cmanoapmu 3a Kpunmupaue

ISO/IEC 18033-1 — Information technology — Security techniques — Encryption
algorithms — Part 1: General (Madopmanronsu TexHogoruu — Metoau 3a
CUTYPHOCT — Ancopummu 3a kpunmupane — Yact 1: OOLIH TOIOKEHUS)

ISO/IEC 18033-2 — Information technology — Security techniques — Encryption
algorithms —Part 2: Asymmetric ciphers (MHpopMaimoHHa TEXHOIOTHS —
Metou 3a cUrypHOCT — Aneopummu 3a Kpunmupane — Jact 2: AcumeTpuyHu
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mudpu)

ISO/IEC 18033-4 — Information technology — Security techniques — Encryption
algorithms — Part 3: Block ciphers (Mupopmannonsu Texuonorun — Meroiu 3a
CUTYPHOCT — Anicopummu 3a Kpunmupane — Yacr 3: broxosu mudpn)

ISO/IEC 18033-4 — Information technology — Security techniques — Encryption
algorithms — Part 4: Stream ciphers (Mapopmanrionan Texnonoruu — Merou 3a
CUTYPHOCT — Ancopummu 3a kpunmupane — Yact 4: [lotounn mudpn)

ISO/IEC 18033-5 — Information technology — Security techniques — Encryption
algorithms — Part 5: Identity-based ciphers (MudopmannoHHu TEXHOIOTHH —
Mertoau 3a curypHocT — Anecopummu 3a kpunmupane — Yact 5: udpwu,
0a3upaHu HA UJIEHTUYHOCT)

Cmanoapmu 3a ooumu

ISO/IEC 27006 — Information technology — Security techniques — Requirements
for bodies providing audit and certification of information security management
systems (Mudopmarmonnu Texnomgoruu — Metonu 3a curypHocT — M3uckeanus
3a opcanume, uzespuieauiu ooum u cepmudmmmuﬂ Ha cucmemu 3a
ynpaeienue Ha CUZypHOCIMmMa Ha UHGopmayuama)

ISO/IEC 27007 — Information technology — Security techniques — Guidelines for
information security management systems auditing (Mudopmarimonsau
TEXHOJIOTUU — METOAM 32 CUTYPHOCT — YKa3zaunusa 3a 00um Ha cucmemu 3a
ynpaejienue Ha CUZypHOCIMma Ha UHGopmayuama — 0ONbIHEeHUe KoM
Hacokume, cvovprcamu ce 6 cmanoapm ISO 19011)

BJIC EN ISO 19011- Vka3zanus 3a uzévpuieare Ha 00um Ha cucmemu 3a
ynpasjuenue

BJAC EN ISO/IEC 17020 — OuensiBaHe Ha CbOTBETCTBUETO — HM3uUCKeanus 3a
OeliHoCmma Ha Pa3IUYHU 6UO06E OP2AHU, U3BLPUBAULU KOHMPOIL

Cmanoapmu 3a oyeHKa Ha cucypHocmma

ISO/IEC 15408-1 — Information technology — Security techniques — Evaluation
criteria for IT security — Part 1: Introduction and general model
(HH(bOpMaHHOHHH TEXHOJIOTHHU — MCTO,Z[I/I 34 CUTYPHOCT — Kpumepuu 34 OUeHKa
na UT cuzypnocmma —

Yact 1: BeBeaenue u o0y Mojien)

ISO/IEC 15408-2 — Information technology — Security techniques — Evaluation
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criteria for IT security — Part 2: Security functional components
(Uadopmanmonnu texnooruu — Meroau 3a curypHoct — Kpumepuu 3a oyenka
na UT cuzyprnocmma —

Yact 2: ®yHKIIMOHAIHU KOMIIOHEHTH 33 CUTYPHOCT)

ISO/IEC 15408-3 — Information technology — Security techniques — Evaluation
criteria for IT security — Part 3: Security assurance components
(Uadopmanmonan TexHoorun — Meroau 3a curypHoct — Kpumepuu 3a oyenka
Ha UT cuzypnocmma —

Yact 3: KOMIIOHEHTH 3a OCUTYpsIBaHE Ha CUT'YPHOCT)

ISO/IEC 18045 — Information technology — Security techniques — Methodology
for IT security evaluation (Madopmarronsn Texuosoruu — Metou 3a
curypHoct — Memooonozus 3a ouenka na UT cuzypnocmma)

ISO/IEC TS 19608 — Guidance for developing security and privacy functional
requirements based on ISO/IEC 15408 (Yka3zanusn 3a paspabomeane na

d)yukuuoua./mu U3BUCK6AHUA 34 CUCYPHOCM U HERPDUKOCHOBEHOCM, OCHOBAHU HA
ISO/IEC 1540)

ISO/IEC TR 20004:2015 — Information technology — Security techniques —
Refining software vulnerability analysis under ISO/IEC 15408 and ISO/IEC
18045 (MudopMaioHHA TEXHOJIOTHH — METOIN 32 CUTYPHOCT —

Yevevpuencmeane na ananuza na copmyepnume yazeumocmu ¢
cvomeemcmeue ¢ ISO/IEC 15408 u ISO/IEC 18045)

ISO/IEC 29134 — Information technology — Security techniques — Guidelines for
privacy impact assessment (MudopMaoHH1 TEXHOJOTHH — MeToIH 3a
CUTYPHOCT — YKazanus 3a oyeHKka Ha 6b30€iiCmeuemo 6bpxy
HEeNPUKOCHOBEHOCMmMA Ha JiuYHume Oannu)

ISO/IEC 29190 - Information technology — Security techniques — Privacy
capability assessment model (MudopmarmonHu TeXHOIOTHH — MeToIu 3a
curypHoct — Moden 3a oueHKka Ha CROCOOHOCIMMA 3 3auWUma Ha TUYHUmME
Oannu)

Cmanoapmu 3a cucypnocm, Koumo ca 6 eman Ha paspabomsaune npes 2019 2.

ISO/IEC CD 20009-3 — Information technology — Security techniques —
Anonymous entity authentication — Part 3: Mechanisms based on blind
signatures concepts (MHpopMalMoHHN TEXHOJIOTHH — METOI1 3a CUTYPHOCT —
Hoenmugpukayua na anonumnu odexkmu — Yact 3: MexaHu3Mu, OCHOBaHU Ha
KOHICIIIHU 3a CKPUTU HO,Z[HI/ICI/I)

ISO/IEC 27551 — Information technology — Security techniques — Requirements
for attribute-based unlinkable entity authentication (Mudopmannonuu
TCXHOJIOTMHU — TCXHUKU 34 CUTYPHOCT — H3uckeanusn 3a y()ocmoeep}mane Ha
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cybekmu Ha 6azama Ha HECELP38AULU AMPUOYMU)

ISO/IEC PDTR 27550 — Information technology — Security techniques — Privacy
engineering (MagopmMaroHan TexHoaorun — TEeXHUKH 3a CUTYPHOCT —
Huicenepunez na nuunu oannu)

ISO/IEC DIS 27552 — Security techniques — Extension to ISO/IEC 27001 and
ISO/IEC 27002 for privacy information management — Requirements and
guidelines (Meroau 3a curypuoct — Pazuupseane na ISO/IEC 27001 u
ISO/IEC 27002 3a ynpasnenue na tuunama ungopmayus — VI3uckBanus u
HACOKH)

ISO/IEC 27030 — Information technology — Security techniques — Guidelines for
security and privacy in Internet of Things (IoT) (Mupopmanmonau TexHonoruu —
Metou 3a CUTYpHOCT — YKazanusa 3a cuzyprocm u HenpuKoCHO8eHOCH HA
auunume oannu 6 Hnmepnem na newgama (107)

ISO/IEC 29184 — Information technology — Online privacy notices and consent
(Uudopmarmonnu texnosnoruu — Coodujenus u cvenacue 3a nogepumeinocm 6
unmephem)

3abenescka. Homepara Ha CTaHIAPTUTE ca YHUKATHH M €JHO3HAYHO CBBP3aHU C
TeXHHUTe UMeHa. [Ipe HoMepa Ha cTaHIapTa ce U3MMUCBAT abpeBUATYPHUTE Ha
OpraHu3aIMUTe, KOUTO ca ro ogoopwin. Creq HoMepa Ha CTaHJapTa ce U3MHCBa
roJIMHATa, B KOSITO TOM € mpueT. O6moTo m3nuceane ¢ oT Buaa ISO/IEC
27001:2013 umu BJIC ISO/IEC 27001:2018, xaTo B citydasi cTaBa BBIIPOC 32 €UH
Y CBII| CTaHAPT.

CranmapTuTe Ce MPEerekKaaT OT CbOTBETHUTE OPraHu3aIliy ¥ MPU HE0OXOAUMOCT
Ce aKTyaJIu3upaT Ha BCEKHU IET TOJIMHU, KaTO HOBATa BEPCHUS OTMEHS JACHCTBUETO
Ha MpeAMIIHATa. 3a 1a ¢€ MOCTUTHE OTHOCUTEIIHA YCTOMYMBOCT Ha Ta3H Hapeada u
HE3aBHCHUMOCT OT IMKBJIA 3a MPepasriekIaHe Ha CTaHIapTUTE, B Hapeaoara He ce

IIOCOYBAaT rOJMHHUTEC HA U3JaBaHC HA CTAHAAPTUTE.
Ipunoxenmne N 2x®vM uji. 6, an. 1 u 7

KIACU®OUKAIIUU HA HHOOPMAIIUATA

C mern 1@ ce rapaHTHpa JI0CTaThYHA, aJeKBaTHA U IIPOMOPIIMOHAIIHA Ha 3aIlIaXUTe
3aIIuTa Ha MHPOPMAIIUATA, CE IPABH NPEIEHKA Ha BAKHOCTTA
YyBCTBUTEIIHOCTTA M, KAKTO M HA HOPMaTHBHHUTE M3UCKBaHHs KbM Hes. Bb3
OCHOBA Ha Ta3H MpeleHKa HHPOPMALIUATA Ce Pas3eis B HAKOJIKO KaTErOpHH.
Koraro e nmpuiioxumo, Tasu Kiacu()UKAIUs ce IPEHACs U BbPXY BCHUKH PECYPCH,
KOHMTO y4acTBaT B Ch3/IaBaHETO, 00PabOTBAHETO, ChXPAHIBAHETO, PEHACSIHETO,
Pa3MpOCTPAaHEHUETO U YHUIIIOKABAHETO HA HH(POPMAIIHUATA, U KbM TSAX CE
MPUJIarat MoIXO/IAIIHA MEPKH 3a 3allliTa, ChOTBETCTBAIIM HA 3aIIAXUTE.

1. TLP (traffic light protocol) — u3nos3Ba ce npu odmMeH Ha uHpopMaNHs

[TLP-RED] — Camo 3a onpeneJieHH moJiy4aTe/Ii: B KOHTEKCTa Ha €HA

cpciia HalIlpuUMEp I/IH(I)OpMaLII/ISITa CC OrpaHn4daBa N0 IMPUCHCTBAIIUTC HA
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cpemara. B noseuero ciydau Tasu HHGOpMaIMs ce IpeAaBa YCTHO WM JINYHO.

[TLP-AMBER] — Orpanuyeno pa3npocTpaHeHHe: MOJy4aTessIT MOXKE Ja
crioziens Ta3u HHPOpMaIUs C APYrd Xopa OT OpraHU3aLuATa, HO CaMO aKo €
Cra3eH IPUHLUUIIBT "HE00X0AUMOCT Aa ce 3Hae". YecTa npakTuKa € H3TOYHUKBT
Ha nH(pOpMaIUATa A2 yTOUHHU BeIHATa CJIeJ MapKHPOBKATa Ha KOTO MOXeE Jia ce
crojenst THPOPMAaIUATA WIH Ja IPEIBUAN OTPAHUUEHHS Ha TOBA CIIOACIISHE.
Axo noJryyaTensaT Ha MHpopManusaTa UcKa J1a sl pa3lpoCTpaHsBa,
3aJbJDKUTENIHO TPsIOBA 1a C€ KOHCYJITUPA C U3TOYHHKA.

[TLP-GREEN] — Lllupoka o6mHocT: nHGOpMAIUATa B Ta3H KATETOPUs MOXKE
na Ob/1e pa3npoCTpaHsABaHA IUPOKO B paMKHUTE Ha 1ajieHa o0ImHOCT. Bripeku
ToBa MH(pOpMaIUATa HE MOXKe Jja Ob/ie MyOIMKyBaHa WK IOCTBAHA B
MHTEPHET, KAKTO M M3HACSIHA U3BBH OOIIIHOCTTA.

[TLP-WHITE] — Heorpanu4eHo: nipeJiMeT Ha CTAHJIAPTHUTE MPaBUIIa 32
aBTOPCKO IPaBO; Ta3u MHPOPMALUA MOXKE Ja C€ pa3snpoCTpaHsIBa CBOOOIHO,

0e3 orpaHUYCHUSI.

2. llpenopbyuTesHa KiIacupukamuss Ha HHPOPMANUATA U U3UCKBAHUSA KbM
HHGOPMAITHOHHUTE U KOMYHUKANIMOHHUTE CHCTEMH 32 OCUTYPsSIBAaHE HA
A0CTHII 10 UHpopMauusTa:

2.1. "HugBo 0" ob6xBamia oTKpuTa 1 00II010CThITHA HH(POpMaIus (Harpumep
MyOJMKyBaHa HA MHTEPHET CTPAHUIIMTE); TIPEojara aHOHUMHO TIOJI3BaHe Ha
nH(popMaLKATa U JIUIICA Ha CPE/ICTBA 3a 3alllUTa Ha KOH(UISHIIMATHOCTTA H;
otroBapst Ha TLP-WHITE;

2.1.1. omoBectsaBaHeTo Ha nHpopManus ¢ knacudukarnus "Huso 0" He €
OTpPaHUYEHO;

2.1.2. m3TouHnIMTE MOTAT Aa u3noJ3BaT kiacudukarus "Huso 0", koraro
nH(popMalKATa HOCU MUHUMAJIEH WM HUKaKbB MPEABUAUM PUCK OT
310ynoTpeda, B ChOTBETCTBUE C MPUJIOKUMUTE MPaBUIIa U IPOLEAYPHU 3a
yOJIMYHO OMOBECTSBAHE;

2.1.3. mpu cna3BaHe Ha CTaHJAPTHUTE MIPaBUJIa 32 aBTOPCKU IIpaBa UH(opMaIus ¢
knacudukanus "Huso 0" Moxe aa ce pasnpocTpaHsBa 0e3 orpaHUYCHUSI.
2.2."HuBo 1"

2.2.1. cnonensHeTo Ha nHGpOopManus ¢ kiacudukanus "Hupo 1" e orpannueHo
camo 70 aajaeHa oomHoct; otroBaps Ha TLP-GREEN;

2.2.2. I3TOYHMIIMTE MOTaT Ja u3noJ3paT kiacudpukamnus "Huso 1", koraro
uH(popManuATa e mojae3Ha 3a MHPOPMUPAHOCTTA HA BCUUKH Y4aCTBAIIH
OpraHu3aliy, KaKTO U 33 TApTHHOPU OT HIMPOKATa OOIIHOCT UM CEKTOP;

2.2.3. monmyyaTenuTe MoraT jaa crojenst undopmanus ¢ knacudukanus "Huso 1"
C MAPTHBOPCKU OPraHU3aMHN B PAMKHUTE Ha CBOSI CEKTOP WJIM OOIIHOCT, HO HE U
ype3 00I1eCTBEHO IOCTHITHU KaHAIN; HH(OpMAaIIUATA B Ta3U KaTErOpUs MOXeE Ja
Ce pasNpoCTpaHsiBa IMIHUPOKO B JajieHa OOITHOCT, HO HE U U3BBH Hesl;

2.2.4. U3UCKBaHUS KbM HH()OPMALMOHHNTE 1 KOMYHUKAIIHOHHUTE CUCTEMHU:
2.2.4.1. IOCTBHIIBT IO TOYHO OTpEAETICHH 00EKTH J1a ObJe pa3peliaBaH Ha TOYHO
ONpe/IeTICHU TOJI3BATENH;

2.2.4.2. mon3BaTenuTe Aa ce UACHTUGUIIUPAT, TPEIH J1a U3IIBIHIBAT KAKBUTO U Ja
ca JIeMCTBUS, KOHTPOJIMPAHU OT CUCTEMATA 3a JIOCTHII; 32 YCTAHOBSIBAHE Ha
UJCHTUYHOCTTA TPsIOBa J]a ce M3MO0JI3BA 3aAIIUTEH MEXaHU3bM OT THIIA
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uaeHTH(PHUKATOP/TIaposIa; HIMa U3UCKBAHUS 32 JJOKA3aTeICTBO 32 MICHTHYHOCTTA
IIPU PETUCTPAIIHS;

2.2.4.3. unentudunmpaniara naopmanus TpsOBa qa Obae 3alUTeHA OT
HEperiiaMeHTUPaH JOCTBHII,

2.2.4.4. noBepuTeNHATAa U3YUCIUTEIHA CUCTEMA, T. €. (PYHKIIMOHATHOCTTA Ha
nH(pOpPMaMOHHATA CUCTEMA, KOSTO YIIPABIIsBa JOCTHIIA JI0 pECypcHTe, TpsiOBa 1a
oJyrbpka 00JacT 3a COOCTBEHOTO U3ITBJIHEHHUE, 3al[UTEHA OT BHHIIHU
BB3JICHCTBUS U OT OIHTH Ja C€ CJICIU XO/a Ha paboTara;

2.2.4.5. uapopmanmoHHaTa cucTeMa TpsiOBa Jia pasrojara ¢ TeXHUISCKH H/ITN
MIPOTPaMHHU CPEICTBA, MTO3BOJISIBAIIM IIEPUOJUYHO Ja CE MPOBEPSIBA KOPEKTHOCTTA
Ha KOMIIOHEHTUTE Ha JJOBEPUTEIIHATA U3UMCIUTEIHA CUCTEMA;

2.2.4.6. 3aIUTHUTE MEXaHU3MH TPsOBa Jla ca MPEMHHAIA TE€CT, KOWTO J1a
MOTBBP/AM, Y€ HEOTOPU3UPAH TOJI3BATEN HSIMA OUEBHUIHA BB3MOXKHOCT J1a TIOJTY4H
JOCTBIT JI0 IOBEpUTETHATA U3UUCIUTEIIHA CUCTEMA.

2.3. "Hugo 2"

2.3.1. paznpocTpaHeHueTo Ha HHpopmarus ¢ kiacupukanus "Huso 2" e
paspenieHo camo B paMKHUTE Ha OpTaHHU3aIlMUTE HA yJ4aCTHUIIUTE, 0OpaboTBaIH,
ChXpaHsBaIllK WK 0OMeHsr nHpopManusTa; orroBaps Ha TLP-AMBER ¢
JOTBJIHUTEITHO YTOYHEHHE 33 OTPAaHUYCHHE Ha JIOCTHIIA;

2.3.2. I3TOYHMIIMTE MOTaT Ja u3noi3eaT kinacudukamus "Huso 2", koraro
nH(popManuaTa M3UCKBA 3aIIUTa, 32 1a 0b/1e ePeKTUBHO OOMEHEHA, 1 HOCH PUCK
32 HEMPUKOCHOBEHOCTTA Ha JIMYHMS )KUBOT, PEMyTAIMATA WIIH OTIEPAITUUTE, aKO CE
CIO/IEJISI U3BBH CHOTBETHUTE OPTraHMU3aINY;

2.3.3. momyyaTenuTe Morart Ja croaensaT uadopmarnus ¢ knacuduxanus "Huso 2"
C 4JICHOBE Ha COOCTBEHATa CH OpraHM3alysl U ¢ MOTPEOUTENH WU KIUEHTH, KOUTO
TpsiOBa J1a ca 3al03HATH C Hesl, 3a J1a Ce 3alUTAT WIH Ja IPEA0TBPaTIT
JOMBIHUTETHH 1ETH; U3TOYHUIIUTE UMaT MPaBOTO Aa OMPEIEINAT JOMbIHUTEIHH
IUTAaHUPAHU TPAHUIIM Ha CHOJENITHETO, KOUTO TPsIOBa J1a ce CIia3Bar;

2.3.4. u3ucKBaHMs KbM HH(POPMAUMOHHUTE U KOMYHUKAIIMOHHUTE CUCTEMH — B
JOMbJIHEHUE KbM M3MCKBAHUATA KbM MPEAUIIHOTO HUBO:

2.3.4.1. xaTo MEXaHU3bM 32 MPOBEPKA HA UJCHTUYHOCTTA JIa C€ U3I0JI3Ba
YIOCTOBEPEHHUE 32 EJIEKTPOHEH MOIKC, HE3aBUCUMO JIAJIN € U3Ja/ICHO 3a
BHTPEIIHOBEIOMCTBEHHU HYK/IU B PAMKUTE Ha BTPELIHA HHPPACTPYKTypa Ha
MyOIMYHUS KITI0Y, WU € U3/1aJIEHO OT BBHIIEH JI0CTaBUMK Ha yJJOCTOBEPUTEIIHU
ycayru;

2.3.4.2. npu u3AaBaHe Ha yJOCTOBEPEHHUETO M3AABAIIUAT OPTraH MpoBepsiBa
CBHILIECTBEHUTE JIaHHU 3a JIMYHOCTTA Ha MOJ3BaTels, 6e3 1a € He00X0AUMO
JUYHOTO MY NPUCHCTBHUE;

2.3.4.3. noBepuTeIHATA U3YUCIUTEIHA CUCTEMA TPsIOBa 1a OCUTYPH peatn3anus
Ha IPUHYIUTEIHO YIPaBJICHUE HA JOCTHIIA JO BCHYKU 0OEKTH;

2.3.4.4. noBepuTeNHATA U3YUCIUTEIHA CUCTEMa TPsIOBA J1a OCUTYpPH B3aMMHA
M30J1allKs Ha MPOLIECUTE UPE3 pa3JiesiHE Ha aIpECHUTE UM MPOCTPAHCTBA.

2.4. "Hugo 3"

2.4.1. uadopmarus ¢ knacuduxamus ""Huso 3" He e 3a onoBecTsaBaHe U
pasnpoCTpaHEHUETO ¥ € OTPaHUYEHO CaMo JI0 YUYACTHHUIIUTE, 00paboTBaIIy,
ChXpaHsBAIllK WK 0OMeHsY nHpopMarusaTa; otroBaps Ha TLP-RED,;

2.4.2. U3TOYHULIMTE MOTaT Jia u3noi3par knacudukamnus "Huso 3", korato
uHpopManuaTa He MoXke J1a Ob/ie epeKTUBHO OOMEHIHA C JPYr'H CTPaHU U OU
MOTIJIa J1a JOBEJIE 10 BB3JACHCTBUS BbPXY HEIIPUKOCHOBEHOCTTA HA JINYHUS KHUBOT,
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peryTanusaTa Uik onepauTe Ha JaJieHa CTpaHa, ako ¢ Hest ObJie 3710ynoTpeOeHo;
2.4.3. moyyarenuTe HE MOTAT Jia CIOAEIAT nHpopmanus, Mmapkupana ¢ ""HusBo
3", ¢ KOATO U /1a € cTpaHa U3BBbH KOHKPETHUS 00MeH, 00paboTka nin
ChXpaHEHUE; JOCTHIBT JI0 nHpopmanusTa ¢ knacupukamnus ""Huso 3" e
OTpaHUYEH caMo JI0 JIMIIaTa, y4yacTBallk B 00paboTKara if; B MOBEYETO ClIyyan
nHpopmanus ¢ kiacudpukanus "Huso 3" TpsOBa na ce npenasa JINYHO;

2.4.4. m3uckBanus kM KT cuctemure — B AOMBIHEHUE KbM U3UCKBAHUITA KbM
MPEIUIITHOTO HUBO:

2.4.4.1. xaTo MEXaHU3bM 32 WICHTH(PHUKALINSA 12 Ce U3TI0JI3BA SJMHCTBEHO
YIIOCTOBEPEHHE 32 YHUBEPCAJICH EIEKTPOHEH TOIIINC;

2.4.4.2. pu u31aBaHe HA YJOCTOBEPEHHUETO Ja € TapaHTHpaHa pU3ndecKaTa
UACHTUYHOCT Ha JIUIIETO;

2.4.4.3. noBepuTeNHAaTa U3YUCINUTEIHA CUCTEMa TPsiOBa J1a ObJie ¢ MpoBepeHa
YCTOMYMBOCT KbM OIUTH 33 IPOHUKBAHE;

2.4.4.4. KOMyHUKaIUSATa MEXIY OTPEOUTENS U CHCTEMATa Jia C€ OChIIECTBSIBA IO
KpUINITUPAHU KaHAJIH, W3MOJ3BaIIM mpoTokos Transport Layer Security (TLS)
none 1.2, KaTo MUHUMaJHATa JIBJDKHHA Ha KPUIITHPALIHS KITF0Y TPsiOBa 1a € ToHe
256 oura;

2.4.4.5. noBepuTeIHATa U3YUCIUTEIHA CUCTEMA 1a UMa MEXaHU3bM 32

perucrpanys Ha OIIUTHU 3a HapyllaBaHe MOJUTHUKATA 3a CUTYPHOCT.
Npunoxenme N 3 xvM un. 7, amn. 3

AHAJIN3 U OIIEHKA HA PUCKA 3A CUT'YPHOCTTA
HA TH®OOPMAILIMOHHUTE U
KOMYHUKAIIMOHHUTE CUCTEMHA

I. BbBEJAEHHUE

VYnpaBiieHHETo Ha pHUcKa 3a CUTYpHOCTTa Ha HHPOPMAIIMOHHUTE
1 KOMYHUKAllHOHHUTE CUCTEMU € YacT OT MOJUTHUKATA 3a
yIpaBJICHUETO Ha MpeXoBaTa U HHPOPMAIIIOHHATA CUTYPHOCT.
1o cBofATa CHIIHOCT yIPaBICHUETO HA PUCKA MIPEICTABIsIBA
CBHBKYITHOCT OT IIPOLIECH 32 HACHTU(UIIUPaHe Ha TOTEHIUAIHUTE
3ariaxyd KbM HOCUTENUTE Ha HHGOpMaIus U aKkTUBUTE,
y4acTBally B MPEJOCTaBIHETO Ha EIEKTPOHHH YCIyTH, aHAIIU3 U
OIICHKA Ha PUCKOBETE, OPOJICHU OT TE3U 3aIlIaXu.

II. ONPEJAEJIEHUSA

KondguaeHnnaaHocT — CBOMCTBO Ha HHPOPMALIUATA J]a HE €
IpeoCcTaBeHa WK Pa3KpuTa Ha HeoTopu3upanu juma (T. 2.12
ISO/IEC 27000).

HuTerpurer — kayecTBO Ha MHPOPMALIUATA 32 TOYHOCT U
nwiaHOTa (T. 2.40 ISO/TEC 27000).

HannunocT Ha uHbOpMaIus — KauecTBO J1a ObJe TOCThIIHA U
W3MO0JI3BaeMa IpU MOUCKBaHE OT OTOpU3HpaHo muie (T. 2.9

ISO/IEC 27000).

1. OEJIHN
1. Les Ha mpoieca 3a ynpasJjieHHe HA PUCKA
Jla MEUHUMH3HpAT 3aryOuTe OT MOTEHIIMATHU HEXKEIIaHH ChOUTHS,
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HACTBIIWJIK B PE3YJITAT OT pCaJIM3UPAHC HA 3aIlJIaXh KbM
CUT'YPHOCTTa HAa MPCIKUTC U I/IHCI)OpMaL[I/IOHHI/ITe CHUCTEMH, KOUTO
Orxa 3acerHaiy KOH(UACHIIMAIHOCTTA, UHTETPUTETA U
JOCTBITHOCTTA Ha HH(pOpManHsITa, Ch3aaBaHa, 00paboTBaHa,
npeaaBaHa U yHUIIOKaBaHa 4Ype3 TAX.

2. IleJ1 HAa MeTOAUKATA 32 AHAJM3 U OLEHKA HA PUCKA
MeTtoukara uma 3a 1elt Ja Jaae o0y oIXo 1 MPH aHaIn3a U
OIICHKAaTa Ha PHCKa 3a CHTYPHOCTTa Ha MH()OPMAIIMOHHUTE U
KOMYHUKAIIWMOHHUTEC CUCTCMHU, IPCAOCTABAHU OT PA3JIMYHUTC
AIMUHUCTpalru, C OCJI 110JIydaBaHC Ha CbU3MCPUMU,
OTHOCHUTEITHO OOCKTHBHH ¥ IMOBTAPSIIU CE PE3yATATH UPE3:
2.1. pernaMeHTHpaHe Ha AEWHOCTUTE U TSIXHATa
MOCJICJIOBATEITHOCT IIPH aHAJIM3a M OI[CHKATa Ha pHcKa 3a
CJIICKTPOHHUTE YCITYTH;

2.2. ompeniensiHe HA KPUTEPUUTE;

2.3. ompeniensiHe HA IPUOPUTETUTE HA PUCKA.

HNPENNIOPBYUTEJIHA METO/IUKA

I. ETAIIX HA AHAJIU3 U OHEHKA HA PUCKA

AHanM3bT U OIICHKATa Ha PHCKa ca yacT OT Mpolieca 3a
yIpaBIeHUETO MYy U c€ 00OCHOBABAT Ha MO3HABAHE HA BCUYKU
KOMITOHEHTH, UMAaIlli OTHOIIEHUE KbM LEJIUTE.

3a 1enuTe Ha YIpaBICHUETO Ha CUTYPHOCTTA HA MPEXKUTE U
WH(POPMAITMOHHUTE CUCTEMHU TPSOBA:

a) /1a ce MO3HaBaT BCUYKU OOCKTH M CYOCKTH, KOUTO y4acTBaT
MIPSIKO WJIM KOCBEHO B JICMTHOCTUTE, MOTaJaly B 00XBaTa Ha Ta3u
Hapen6a (MH(GOPMAIMOHHU U KOMYHUKAIIMOHHU CUCTEMH C
MpUJIeKAIINS UM Xapayep, copTyep U JOKyMEHTAaIHs,
MOTbPKAIIUTE TH CUCTEMH (€IeKTPO3axpaHBally,
KIIMMATU3UpAIl U JIp.), OTIEpaTUBHU MPOLIeCH/IeHHOCTH,
CIIY>)KUTEJIM ¥ BbHIIHU OpPraHu3allin), HApu4aHu 3a KPaTKoCT
"HH(POPMAIIMOHHU aKTHBH";

0) na ce uaeHTU(PUIMPAT U aHATU3UPAT BCUUKU TOTECHI[HATHU
HEXeJaHU ChbOUTHS C TSX, HApUYAHU 32 KPATKOCT "3aruiaxu’,
KOUTO OMXa JA0BeNu J0 3aryda Ha KOH(UICHIIMATHOCT,
WHTETPUTET U JOCTHITHOCT HA €NIEKTPOHHUTE YCIYTH W/ HIN
uHpopmanuaTa B TIX;

B) Jla c€ OLICHU BEPOSATHOCTTA OT HACTHIIBAHE HA TE3U CHOUTHS,
KaTo ce B3eMaT npeABua ciabocture (yI3BUMOCTH) Ha
MH(OPMALIMOHHUTE aKTUBH U MEPKUTE, KOUTO ca MPENpPUETH 3a
CIpaBsiHE C THX;

T) JIa ce OIIeHH Bb3/eHCTBUETO (3ary0n Ha pecypcH (Bpeme, xopa
Y TIapH), Hecla3BaHE Ha HOPMATUBHU U PEryIaTOPHH
W3HUCKBaHUS, HAKbPHSBaHE HA UMUK, HEU3ITbTHCHHE Ha
CTpaTeruuecKy U OMEePaTUBHU LIETHU U JIP.) OT €BEHTYAITHO
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HACTBIIBAaHE HA T€3H HEXKEJIAHU CHbOUTHS BBIPEKU MPEATIPUETUTE
MEpKH;

1) a c€ OLIEHH PUCKBT 3a CUTYPHOCTTA;

€) Ja ce Habene)XaT MEpKH 32 CMEKYaBaHEe Ha PUCKOBETE C BHCOK
MPUOPUTET.

[Ipu aHamM3 M OIIEHKA Ha PUCKa CE U3II0JI3BA PETHCTHP Ha
puckoBete (pUCK-peructbp). [IpumepeH perucTbp Ha pUCKOBETE
€ J1aJIieH B Kpas Ha TOBA MPHJIOKEHHE.

1. UnenTuduuupane Ha vHGOPMALMOHHUTE AKTUBH

B puck-peructbpa ce HaHACAT BCHYKU HH()OPMAIIMOHHH aKTUBH,
MMaIlly OTHOIICHNE KbM 00XBaTa Ha Ta3u Hapenoda:

a) "H(QOPMAITHOHHH CUCTEMH;

0) xapJlyepHH YCTPOMCTBA, C KOUTO Ca pealu3upaHu
MH(POPMAIIMOHHNATE CHCTEMH,

B) coTyepH, C KOUTO ca pealu3upaHd HHPOPMAIIMOHHUTE
CHCTEMU;

r) 0a3u JaHHM, BKIFOYMTEIHO JJMYHH JAHHU 10 CMHCHJIAa Ha
GDPR,;

1) 3aMKCH 3a chOUTUSATA (JIOTOBE, )KYpHAIIN) Ha
WH(POPMAIIMOHHNATE CHCTEMH,

€) IOKyMEeHTalusl Ha HTHPOPMAIIMOHHUTE CUCTEMU
(excruioaTallMOHHA U MOTPEOUTENICKA);

) KOMYHUKAIIHOHHHU CUCTEMU;

3) XapJlyepHH YCTPONCTBA, C KOUTO ca pealn3upaHu
KOMYHHUKAIIMOHHUTE CUCTEMU;

1) GBpMyephT Ha TE3U YCTPONCTBA,

K) copTyepu Ha KOMYHUKAITHOHHUTE CUCTEMH;

J1) 3aIiCH 32 CHbOUTHATA (JIOTOBE, )KYPHAIIN);

M) JOKYMEHTaIusl (E€KCIIOATallHOHHA U TTOTPEOUTENICKA);

H) NMOAJbPKALIM CUCTEMH (EJIeKTpO3axpaHBallll, KIMMAaTHYHN);
0) CHCTEMH 3a KOHTPOJ Ha (PU3NYECKUs JOCTBII U HA OKOJIHATa
cpena;

I1) IPOLECH/ICTHOCTH, CBBP3aHU C YIIPABIECHUETO,
eKCIUIoaTaluATa U NOAIPhAKKATa HA UHQOPMALIMIOHHUTE U
KOMYHHUKAIIUOHHUTE CUCTEMU;

P) JOKYMEHTAIMs Ha TE3U MPOLECH U AEHHOCTH;

C) CIIy’KUTEJIM, UMal1 OTTOBOPHOCTU KbM YIPaBJIEHUETO,
eKCIUIoaTalusATa U NOJJIphKKaTa Ha UH(QOPMALIMOHHUTE U
KOMYHUKAIIUOHHUTE CUCTEMU;

T) BbHUIHYA OpraHU3allK, UMAIY OTHOIIEHUE KbM
yIIpaBJIEHUETO, EKCIUIOATAlMATA U MOJIPbKKATa Ha
MHGOPMALMOHHNUTE U KOMYHUKAIIUOHHUTE CUCTEMH;

y) Apyro.

2. UnenTudunupane Ha 3amiaxure

3a Bceku OT MHPOPMALIMOHHUTE aKTUBU B PUCK-PETHCThpA Ce
HaHACAT 3aIUIaxXUTe/HEKETAHUTE ChOUTHUS, KOUTO OUXa JOBEIH JI0
HapylaBaHe Ha KOH(PUIEHIINATHOCTTa, UHTETpUTETa U
JOCTBITHOCTTA Ha HH(POPMALIUSATA.

Tps6Ba na ce pasrienatr BCHUKH MOTEHIIMATHY 3aIljIaxy,
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MIPOU3THYAIIH BETPE WM U3BBH aIMUHUCTPALIUATA, HACTHITUIN
CIIy4aiiHO WJIM IIPEIHAMEPEHO, KaTo CE UMa IPEIBUT
ySI3BUMOCTTa Ha WH(POPMAIMOHHUS aKTHB KbM ChOTBETHATA
3arJiaxa.

[IpumepHu 3am1axu ca IOCOYEHHU B Kpasi HA TOBA MPHJIOKEHHUE.
B puck-perucrtbpa 3a Bcsika 3a1uiaxa ce BIIMCBAa KAKBU MEPKHU ca
MIPENIIPUETH CPELLLy Hesl.

3. OneHka Ha Bb3/1eificTBHETO

B puck-peructbpa 3a BcsiKa 3amiaxa ce BIIMCBA OLIEHKATa 3a
HEHHOTO BB3/JCHCTBHUE — IIETUTE (MaTEpUAIHU U HEMATEpUAIHH),
KOHWTO J1a/IeHa 3aIjaxa MoKe Ja IPUUMHHU, aKO C€ pealu3upa.

3a olleHKa Ha Bb3/EHCTBUETO CE U3I0I3Ba IETCTENIEHHA CKala OT
1 o 5, karo npu 1 meTuTe ca HE3HAYUTEIHM, a IIPH S ca Hal-
roJIEMHU.

4. OueHka Ha BepOSAATHOCTTA

Omnpenens ce BEpOSITHOCTTA 3a Bb3HUKBAHE Ha JIa/IeHa 3a1jiaxa,
KaTo ce B3eMaT MpeABU NpearnpueTuTe Beue mepku. Koiakoro
MOBEYE ca MPEINPUETUTE 3aIIUTHA MEPKH, TOJIKOBA MO-HKCKA €
BEPOSITHOCTTA OT Bb3HMKBaHE Ha 3aruiaxara. [Ipu onenka Ha
BEPOSITHOCTTA C€ B3eMarT MPeBU/]l CIIETHUTE (PAKTOPH:

a) 3a pealM3UpaHe Ha MpeAHAMEPEHH 3aIIaxy: HUBO Ha
HEO0OXOIMMUTE YMEHHS], IECHOTA Ha JI0CTbhIIa, CTUMYI U
HEOOXOMM pecypc;

0) 3a peaTM3upaHe Ha CIOyJYaiiHU 3aIIaxy: TOMHA Ha
MIPOM3BOJICTBO Ha XapAyepa u copTyepa, HUBO Ha MOAIPBKKATA
UM, KBaTuUKalys Ha MOIbPKALUs TIepCOHANl, PECOPHO
o0e3neyaBaHe Ha €KCILIOATAIMOHHUTE MPOLIECH, KOHTPOJ BbPXY
TAX U JIp.

B puck-peructbpa 3a Bcsika 3ariaxa ce HaHacs OlleHKaTa 3a
HEWHOTO BBL3/IEHCTBUE.

3a oneHKa Ha Bb3CHCTBUETO CE M3I0JI3BA IETCTENIEHHA CKalla OT
1 10 5 u xkaTo ce UMa MpeABU ONpeAesIeH Mepro/ i, HalpuMep
€/IHa roJIMHA!

1 — BeposITHOCTTA OT pean3upaHeTo Ha 3araxaTa e nmoj 10 %;
2 — BEepOSATHOCTTA OT peaju3upaHe Ha 3amaxata € oT 10 % o 30
%;

3 — BEpOsATHOCTTA OT peanusupaHe Ha 3amnaxata € oT 30 % o 50
%;

4 — BepOoATHOCTTA OT pealu3upaHe Ha 3amaxata € oT 50 % 1o 70
%;

5 — BEpOSATHOCTTA OT peanu3upaHe Ha 3amaxata e Haj 70 %.

5. Onenka Ha pucKa

3a moy4aBaHe Ha OIICHKAaTa Ha pHUCKa ce U3IMO0JI3Ba CleHaTa
bopmyna:

(Ouenka na év3oeiicmeue x Ouenka Ha 6epoAMHOCH) =
Ouenka na pucka

6. IlpnopuTn3anus Ha pUCKOBeTE

C uen npunaraHe Ha MPOMOPLIMOHAIHYU HA 3aIJIAXUTE MEXaHU3MU
3a 3aIllKTa ce MpaBU MPUOPUTHU3ALINS HA PUCKOBETE Ha 0a3a Ha
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TAXHATa OICHKA U CIICAHUTC IParoBe:

Ipuopurer Ha prcka OueHKa Ha pUC
1 ot 17 no 25
2 or 8 o 17
3 orl mo 8

7. CMeKkuaBaHe Ha pHCKOBeTe

[Ipuema ce, 4ye 3a pUCKOBE C IPUOPUTET 3 HE C€ U3UCKBA
IpearprueMane Ha JOITbIHUTEIHN MEPKU 32 CMEKYaBaHe Ha
3aIuIaxXUTe, KOUTO T'M MOPAKIAT.

3a pUCKOBETE C MPHOPUTET 2 € MPaBH aHAJIU3 HA Bb3MOKHUTE
MEpKH, KOUTO OMXa MOTIJIM Ja c€ IPeAIpHUeMar 3a CMEKYaBaHETO
UM, U C€ IPELECHABA JAIH Pa3X0oqbT HA PECYPCH 3a IIPUIIAraHETO
VM € ITPONOPLMOHAJIEH HA IETUTE OT peaIN3MpaHe Ha 3aIjiaxara.
B cnyuaii ye meturte ca moBeye OT pa3xoAUTE, CE OMPEACITIAT
OTFOBOPHO JIMIIE U CPOK 3a MpUJIAaraHe Ha T€3U MEPKH.

3a BCHYKH PUCKOBE C IPUOPUTET | ce onpeaensaT OTTOBOPHU
JUIa, MJIaHUPaT ce MEPKU, KOUTO OKMXa HaMaJluiIu PUCKa OT
peanu3npaHe Ha KOHKPETHATA 3a1laxa, U Ce ONPENEIsAT CPOKOBE
3a NIPUJIATAHETO UM.

1. MOCJIEJABAIIY JENCTBHS

OTroBopHHUTE JINIIA 32 CHOTBETHUTE PUCKOBE OPraHU3UpaT

MpUJIaraHeTo Ha MJIaHUPAHUTE MEPKHU 3a 3allluTa U HabIoJaBaT

WMHIUJCHTUTE U LIETUTE, CBbp3aHu ¢ Tax. [Ipu HeoOxoaumocT

MHULMUPAT HOB aHAJIU3 U OLIEHKA Ha PUCKa 3a Ta3M 3aIiaxa.

PBKOBOACTBOTO Ha aAIMUHUCTPALIUATA OPraHU3UPA IEPUOIUYHO,

HO HE M0-MaJIKO OT BEJHBX B rOJIMHATA, aHAJIN3 U OLIEHKA Ha

PHUCKa, KAaKTO U MPH BCSIKO U3MEHEHHE B HH(OpPMallMOHHATa

W/WIM KOMYHUKaIIMOHHATa HH(pacTpyKTypa npoMsiHa Ha

aJIMMHHUCTpAaTUBHATA CTPYKTypa U QyHKIIMHTE.
HNPENMOPBYUTEJIEH PETUCTHBP HA PUCKOBETE

IInan
N 3amn | Ipun 0 o On | IIpuo
n axu/ | oxeH HeHKa HEHK o pute Hpatt
Ha a Ha u Heo0x
o| Uudopma | Hex u . Ka | THa
BB3JICIC | BeposT MEpK | OJAUMHU
IIMOHEH | enaH | mepk Ha | pPHUCK
TBHETO | HOCTTa u3a | pecyp
p| akrus u U 3a pu | a(oT
(or1mo| (orl CMEK cu
e cn0u | 3amm ck | 1 1o
5) 1o 5) YaBaH
hi§ THUS Ta a 3) A

cTp. 33 0T 44



pHCKa
(3a

[puo

puTeT

3u?l)

BEPOSTHU 3AIIVIAXH

*BromaBane Ha cpejcTBaTa 3a ChXpaHsBaHE

I'perrka mpu TEXHUUECKOTO 0OCTyKBaHE

*[’pemku mpu nperaBaHeTo

*EnexrpomMarauTHa paauarys

*3710BpE/ICH MPOTpaMeH KO/

*3noynoTtpeda ¢ pecypcu

*M3mon3Bane Ha Hepa3pelIeH! IPOrpaMu U JaHHU
*Kpax0ba

*MackupaHe Ha MoTpeOuTeNICKa HASHTHU(PUKALUS (HETIETaTHO
MIPOHUKBAHE)

*HeoTopusupaH n0CThIT 10 KOMITIOTPH, TaHHU, YCIYTH U
MIPUIIOKCHHS

*HeoTopusupan 10CThII 0 CpeCTBATA 32 ChbXpaHsIBaHe
*HenpapuiHa (morpemrna) MapupyTru3aius/mpeHacoyBaHe Ha
ChOOIIECHUS

*OTpuuane (J0Ka3yeMocCT)

I[IoBpena Ha KOMYHUKALIMOHHOTO O0OpPYABaHE U YCIYTUTE
*[logcnymBane

[Toxap, HaBoiHEHUE

[TorpeOuTencka rpemika

* AIIMUHUCTpaTOpCKa rpemika

[IpexnscBane/moBpeia Ha 3aXpaHBAHETO (EIEKTPUIECTBO U
KJINMATH3a1IHs] )

[IpeToBapBane Ha Tpaduka

[Ipupoauu 6encTBust

*Kubeparaka

*CodryepHu mpodiemu

*Texnnuecka nmospenaa (Mpexa, CHCTEMEH Xapyep)
Ipunoxenmne N 4 xvM uyI. 22, ajn. 6

N3NCKBAHUA 3A KOHOPUT'YPUPAHE

1. [da ce 3abpanu macros B office makerure.

2. la ce 3a0panu pop-up B Opaysepure.

3. Auto play ¢pyHKIMATa 1a ce KOHPUTypHpa BUHATH J1a MCKa MOTBBPXKACHUE HA
MOTpeOuTeNs.

4. User Account Control ga ce koH(puUrypupa 10 Haif-BHCOKO HUBO, TaKa ue
BUHATU J1a U3/1aBa MPeayIpexIeHHs.

5. Ilpu ciopenstHeTo Ha (ailioBe U MPUHTEPH J]a HE CE U3I0JI3BAa HACTPOHKa
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Everyone, a 1a ce yka3Ba KoM akayHTH TOYHO Jia UMAaT IPaBO Ha AOCTBII J0 TSX.
6. [la ce 3abpanu TRACE/TRACK meTonbT.

7. da ce 3abpanu anonymous authentication.

8. Jla ce m3mon3Ba Unicast Reverse-Path Forwarding (uRPF) 3a nmpeanasBane ot
u3non3BaneTo Ha ¢ammusu [P anpecu u rate-limiting 3a orpannyaBaHe Ha Opost
Ha 3asaBkute no IP aapec.

9. la ce 3abpanu TLS renegotiation B cucremu, uznomssamm TLS, v 1a ce

KoH(Urypupa rate-limiter 3a orpannuaBane Ha Oposi Ha MIPEIOTOBAPSIHE HA CECHsL.

10. CpoOmuiennsTa 3a TPEUIKU B CHCTEMHUTE J1a HE AaBaT U3JIMITHA HHPOPMAIIHSL.
11. da ue ce u3nozBa AutoComplete.
12. Jla ce uznoispar npuioxenus (add-ons) kbM Opay3bpute 3a OJ0KHpaHe Ha

PEKJIIaMHO ChIbpPKaHUE.
Ipunoxernmue N 5 xv™mM un. 24, 7. 13

U3NCKBAHUS KbM HEADERS HA OTTOBOPHUTE HA 3ASIBKH 3A
YEB CAUTOBETE

1. Headers Ha oTroBOpHUTE HA 3asIBKUTE J1a HE ChAbpKAT HHPOpMaLU 3a
1aThOPMHUTE U BEPCUUTE HA M3MIOJI3BAHUS COPTyep.

2. Headers Ha OTrOBOpUTE Ha 3aBKUTE Ja ChIBPXKAT CIACTHUTE OTIIIHH:

a) HTTP Strict Transport Security (HSTS) — nonurtuka cernacio RFC 6797 na
IETF o1 2012 1., k0sATO IpHHYX)AaBa yeO Opay3bpa Ha KIIMEHTA JIa CE CBBPIKE
mupektHo ype3 HTTPS npu npepasriexaane Ha yeb caiita; mpernopbyuTesIHa
CTOMHOCT Ha Mepro/ia Ha BamuaHOCT Ha kema Ha HSTS (max-age) e mone mect
Mecena;

0) X-Content-Type-Options — uHCTpYKTHPA TOTPEOUTEICKUS Opay3bp Aa CleaBa
ctpuktHo THAa MIME, nedunupan B Content header; ennHcTBeHaTa BauaHa
croiiHoCT 3a To3u xeabp ¢ "X-Content-Type-Options-nosniff*;

B) X-XSS-Protection — HactpoiiBa konpurypamusTa 3a XSS Guirhbpa, BrpajacH B
MOBEYETO Opay3bpH, KOETO MPEA0TBpaTsIBa HIKOU KaTeropuu XSS aTaku;
npenopwunTenta croinoct "X-XSS-Protection: 1; mode=block";

r) X-Frame-Options — naBa yka3zanus Ha Opay3bpa Ja He BKapBa yeb cTpaHHIIaTa
BBB frame/iframe Ha npyru yeb cTpaHMIIN; MPEHOPbUYMTEIHA CTOHHOCT "X-frame-
options: SAMEORIGIN";

1) Content-Security-Policy — npegoTBpatrsBa IMIHPOK CIIEKTHP OT aTaKHu,
BrirountesHo Cross-site scripting u apyru cross-Site injections;

¢) Referrer-Policy Header — mo3BoisiBa Ha caiita 1a KOHTPOJIHMpPA KOJIKO
nH(popMalKs ¢ HaBUTalK J]a ce BKIIIOUBA B Opay3bpa U3BbH JOKYMEHTA;

k) Feature-Policy Header — mo3BosisiBa Ha caiita qa KOHTPOJIMpPA KOU QYHKIIUU
MIPUJIOKHU TTporpaMuu untepdeiicu (API) morat na ce usnonspar B Opay3bpa;
3) HTTP Public Key Pinning (HPKP) — 3amuren MmexaHu3zsM, KOHNTO O3BOJIsIBA
Ha HTTPS ye0 caiiToBeTe fa ce NpOTUBOMOCTAaBAT HA UMHUTALMS OT CTPaHa Ha

ATaKyBalllUTE, HU3IO0JI3BAKU HCIIPABUIIHO U3JAICHU WUJIN JIBXKIINBU CepTI/Iq)I/IKaTI/I.
Ipunoxenmne N 6 xvM un. 3, ajn. 2, T. 2

HPEINOPBYUTEJHU ®YHKIIUU HA CHYKUTEJIA/3BEHOTO,
OTT'OBAPAL/O 3A MPEXKXKOBATA U THPOPMAIIMOHHATA
CUTI'YPHOCT
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1. PpkoBOM IETHOCTUTE, CBBP3aHU C IOCTUTaHE HA BUCOKO HUBO HAa MPEKOBA U
nH(OpPMAIMOHHA CUTYPHOCT, U IIENTUTE, 3aJI0°KeHH B noyinTrkara Ha CyOekra 1o
uIL. 4.

2. Y4acTBa B U3TOTBSIHETO HA MOJIMTHKHUTE U TIOKyMEHTHpaHaTa HH(popMarus.

3. Cnenu 3a cia3BaHeTO Ha BHTPEIIHUTE MPaBUJIa MO CMUCHJIA HA Wi 5, al. 1, T. 6
Y IPUJIAaraHeTO Ha 3aKOHUTE, M0J3aKOHOBUTE HOPMAaTUBHU aKTOBE, CTAaHAAPTHUTE,
MOJINTHKHTE M TPaBHJIATA 32 MPEXKOBaTa M MH(POPMALIMOHHATA CUTYPHOCT.

4. KoncynTtupa pbpkoBoicTBOTO Ha CyOeKTa BHB Bpb3Ka C HHPOPMAIIOHHATA
CUT'YPHOCT.

5. PbKOBOAM NEpHOAVYHNTE OLIEHKH HA PUCKOBETE 3a MPEKOBATA U
MH(POPMAIMOHHATA CUTYPHOCT.

6. [leprognuHO (HE MO-MaJKO OT BEAHBXK B FOJIMHATA) U3TOTBS JAOKIAAN 3a
CbCTOSIHUETO Ha MpeXKoBaTa ¥ UH(OPMAIIMOHHATA CUTYPHOCT B
aJIMMHHUCTPATUBHOTO 3BE€HO U T'M MPEACTaBs HAa PbKOBOAUTEIIS.

7. Koopauaupa o0ydeHusITa, CBHP3aHU ¢ MpEXOoBaTa U MH(POpMaIMOHHATA
CUTYPHOCT.

8. Opranu3zupa NpoBEPKH 3a aKTyaJIHOCTTA Ha IUIAHOBETE 3a CIIPaBsHE C
MHIUJCHTUTE U TJIAHOBETE 3a JCHCTBUS B Clly4yail Ha aBapuu, MPUPOAHU OEICTBUS
WU Apyru (PopcMakopHHU 0OCTOSITENICTBA. AHATM3UPA PE3YIITATUTE OT TAX U
OpraHu3upa U3MEHEHHUE Ha MJIAHOBETE, aKO € He0OX0IUMO.

9. lNoaabprxka BPb3KU C IPYTH aIMUHUCTPALIMU, OPraHU3allUU U eKCIIepPTH,
paboremu B 061acTTa Ha HH(GOPMALMOHHATA CUTYPHOCT.

10. Crien 3a akypaTHOTO BOJIEHE Ha PETUCThPa HA HHIMICHTUTE.

11. YBenomsBa 3a MHIIMJEHTH ChOTBETHUS CEKTOPEH €KHII 32 pearupaHe Ha
MHIUJCHTH ¢ KOMIIOThPHATA CUTYPHOCT B ChOTBETCTBHE C U3UCKBAHETO HA YII.
31, an. 1 (yBemomsiBaHe 3a MHIIUJICHTH) OT Ta3H Hapeaoa.

12. Opranuzupa aHain3 Ha UHITUACHTUTE C MpeKoBaTa U HH(OPMAIMOHHATA
CUTYPHOCT 32 OTKpMBaHE Ha MPUUYMHUTE 32 TSIX U NpenprueMaHe Ha MEpKH 3a
OTCTpaHSIBAHETO UM C LIeJ HaMaJIsiBaHE Ha €THOTUITHUTE UHIIUICHTHU U
HaMaJsIBaHE Ha 3aryOuTe OT THX.

13. Cnenu 3a akTyanusupaHe Ha U3M0Ja3BaHus codryep u pbpmyep.

14. Cnenu 3a nosiBaTa Ha HOBU KuOep3ariaxu (BUPYCH, 3JI0BpPElIeH KO/, CIam,
aTaku ¥ JIp.) U Ipejyiara aJIekBaTHU MEPKU 3a IPOTUBOJICHCTBUETO UM.

15. Opranuzupa TecToBe 3a OTKPUBAHE HA YSI3BUMOCTH B HH(POPMAIIUOHHUTE U
KOMYHHUKAIIMOHHUTE CUCTEMH U Mpejuiara MepKU 3a OTCTPAHSIBAHETO UM.

16. Opranusupa u CbTPYJHUYU [P MPOBEKIAHETO HA OJJUTH, IPOBEPKU U AHKETH
Y TIPU U3MPAIIAHETO Ha PEe3yITaTUTE OT TAX HAa ChOTBETHUS HAI[MOHAJICH
KOMIIETEHTEH OpraH.

17. Ilpensiara caHKIMK 3a JUIATa, HAPYIIWIN MEPKUTE 32 MPEKOBATa U

nH(pOpMaLlMOHHATA CUTYPHOCT.
Ipunoxenmne N 7 xvM un. 31, amn. 2

YBEAOMJIEHHUE 3A UHIHUJIEHT xbM cextopausi EPUKC

Heo0xonuma Jeraiiin Jlannu
uHpopMmanus

(10 2 yaca)
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JInne, mogasario
YBEJOMJICHHETO

Nwme, pamunus

Bammsr tenedonen
HOMeEp

(GSM)

Bamara enexkrponna
oIa

Opranuzanus

HaunmenoBaunue Ha
OpraHu3aIusiTa, 3acersara oT
WHLMAEHTA

Jluue 3a KOHTAKT (3a
[EJNTE Ha
pasperraBaHeTo Ha

Nwme, Tenedonen Homep u
eNIeKTPOHHA IT0II1a Ha
KOMIIETEHTHO JIUIIE OT

MHIUCHTA) HNPEANPUITUETO, KOETO IIPH
HE0OX0IMMOCT MOKE Ja 101a/1e
JOITBJIHUTETHA HHPOpMAaIIHs

Jara u gac Bnwucsar ce narara u 4acheT Ha

BB3HUKBaHE HA MHIUJEHTA, AKO
HE € Bb3MOXKHO — J1aTaTa u
4achT HA OTKPUBAHETO MY

Tum Ha HOUACHTA

g Virus 0 Trojan O
Botnet O
Dos/DDos o
Malware

0 Port Scan o
Spam o Phishing o
Pharming

o Probe o Crack O
Copyright o
Ransomware

0 Defacement O
Exploiting known
Vulnerabilities

0 Application
Compromise O
Login Attempts

o SQL injections
0 Unknown

0 Other

Kparko onucanue Ha
WHIIUICHTA

BriucBa ce kpaTko onucaHue Ha
MHIUACHTA, KaTO C€ BKIIIOYBA
BCSIKA MPAKTUYECKA/TeXHUYECKa
uHpopmanus (Ta3u
UH(pOpMalus ce MPeJoCTaBs, B
cllyyail ye € HaJIn4Ha)

Tpancrpanuyso
BB3JCHCTBUE

e Briuca ce nndopmarus 3a
€BEHTYaJIHO TPaHCTPAHUYHO
BB3/ICHICTBUE U CE ITOCOYBAT
JbP)KaBUTE
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e BrucBa ce nuadopmarus 3a
YCIIYTUTE, KOUTO Ca 3aCeTHATH

Br3paeiictBue BEpXy
JIPYTH ChIIECTBEHU

yCIyru

Brincsa ce nnpopmanus Ha KOu
JPYTH CHIIECTBEHHU YCIYTH
EBEHTYAJIHO III€ OKaXe

HaJIM4yHa
nH(popmanusTa)

BB3JICHCTBUE
3acernara cucrema IP Address:
(momreiBa ce, ako € DNS:

HaJIMYHA Operating System:
nHbOpManuATa)

W3rounuk Ha atakata | IP Address:
(mombiBa ce, ako € DNS:

[Ipennpuern nercTus

Onucsar ce MbpBOHAYAIHUTE
JEUCTBHSL, PEIIPUETH JI0
MOMEHTA — JI0 2 Jaca OT
3aCMYaHETO HA MHIMJEHTA

[1y6nmuno
OIOBECTSBAHE

CpriacHO KOMyHUKAIIMOHHA
CTpaTerus Ha aJJMUHUCTpAIUsATa

10 5 padOTHU THU

MexaHan3bM Ha
aTakarta

Onucsa ce MEXaHU3MBT Ha
arakara

[Ipennpuern necTus

OmnucBar ce moapooHO
JNEUCTBUATA, TPEANPHUETH 32
paspeniaBaHe Ha UHIIMJICHTA

Heob6xomumMocT oT
KOPUTHUPAILH ICUCTBUS

ma nmu Heo0X0MMOCT OT
MPOMsIHA B HACTPOUKHUTE HA
3amuTHUTE cTeHn, WAF mim
Ap.

[IpomsHa Ha moJIUTHKATA 32
CUTYPHOCT, aKO C€ Hajlara
OO0yueHune Ha repcoHasa

Ananu3 Ha apTedaku

Omnwcear ce pe3yiITaTuTe OT
aHanmM3a Ha apTe(hakTUTEe, aKo
¥Ma YCTAaHOBCHU TaKUBA, U
UHCTPYMEHTHTE, U3IIOJI3BAHH 32
TOBA.

W3mnpama ce komnue ot
apredakTuTe

[TyGnuyno
OTIOBECTSBAHE

CobriacHo KOMYHUKallTUOHHA
CTPATCTUA Ha aAMUHUCTpAaNUATa

3abenesncka. IlonbiBa ce TombIHUTENHA HHQOPMALMS B Cilydail Ha

HE00XOIUMOCT.

IIpunoxenme N 8 xBM WJI.

OBOBIIEHA CTATUCTHYECKA UHOOPMALIUA 3A UHIIUAEHTHU
ot cekTopHusi EPUKC kbM Hanuonanuus EPUKC

31, an. 3
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/II/III/IV Tpumeceune
3a TeKyIara roiuHa

00610 3a
TeKyIara
roanHa

[Tosrydenu curnanu

3acernatu 1P agpecu

W3nparenu meinm

Perucrpupanu Ha caiita

He scuuku cuenanu ce pezcucmpupam Kkano uHuudeHmu

[Ipuopurer Ha peructTpupanure
VHIIWJICHTH

1/ mnv
TpUMeceuune 3a
TeKyIllaTa roJruHa

0010 3a
TeKyIara
rojadHa

Bucox

Cpenen

Hucnk

0061110

0

Onpedeﬂ;memo Ha npuopumema Ha uHL;u()eHmu ce uzevpuiea CvlldcCHO

npunodcenue No 7

Bunose nHIaeHTH

I/II/II/TV Tpumeceune
3a TeKyIIara roJnHa

0010 3a
TeKyIlara
roavHa

Fraud

Malicious code

Abusive Content (Spam)

Availability (DDoS)

Intrusion Attempts

Information Gathering

Intrusions

Information Security

Vulnerable

Other

Botnet

Oo61110:

0

Kfzacuqbukauuﬂma HA uHuudeHmume ce U3evbpulBd CvlJlACHO MAKCOHOMUAMA HA

ENISA, nocouena 6 npunooicenue Ne 7

3acernaru [P anpecu no Buaose
UHIIUJIEHTH

1nmamnv
TpUMeceure 3a

TCKYyNIaTa roAuHa

06110 3a
TEKyIaTa
roauHa
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Fraud

Malicious code

Spam

Botnet

Availability (DDoS)

Intrusion Attempts

Information Gathering

Intrusions

Vulnerable

Other

3acernatu IP agpecu

Npunoxenme N 9

KIIACU®OUKALIUA HA THIIUJAEHTUTE U TIPUOPUTET

Kiac Tun Ha nHIIMIIEHTA

[Ipnopurer

Onucanue/mpumep

Spam

Abusive
Content

Hucopk

"Hexxemnana enexTpoHHa
nonta". M3mos3BaHeTo
Ha cpena 3a
€JICKTPOHHHU
KOMYHUKAITHH
(MHTEpHET) 32 MacoOBO
U3MpalaHe Ha
HEXKEJIaHU CHOOIIECHHUS.
Spam croOmeHusTa Ce
M3MpaIaT KaTo 4acT OT
IO-TOJIAMA KOJIEKLIMS OT
ChOOIIEHNS], BCHYKH C
HWJIEHTUYHO
ChABpXKaHUE.

Harassment

Hucok

KommnpomaTu nnu
TUCKPUMHHALIUS
CIPSIMO HSAKOM (TIp.

cyberstalking).

Child/sexual/violence/...

Bucox

JleTckara
nopHorpaduwus,
mpociaBa Ha
HACHIIHETO, ...

Virus

Cpenen

Worm

Cpenen

Malicious Trojan

Cpenen

Code Spyware

Cpenen

Dialer

Cpenen

Codryep, xoiiTo
peHaMEPEeHo ce
WHCTAllMpa B CUCTEMUTE
C BpEIIHU IEJH.
HeoOxomaumo e
JelicTBHE Ha
OTPEOUTEIs, 3a JIa Ce
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AKTUBHPA KOObBT.

Informatio
n
Gathering

Scanning

Cpenen

Artaku, KxouTo
U3IpAIIaT 3assBKU KbM
JlaJieHa CUCTEMA C LIE
Jla OTKPUST Cl1adu
Mecrta. ToBa BKJIIOUBA
CBHIIIO ¥ HSIKOH BHJIOBE
TECTOBE C L€ Ja ce
crbepe napopmarms 3a
XOCTOBE, YCIYTU U
cMmetku. [Ipumepn:
fingerd, DNS 3asBku,
ICMP, SMTP (EXPN,
RCPT, ..).

Sniffing

Hucobk

Habmonenue n
3anycBaHe Ha
MpexxoBuUs Tpaduk
(wiretapping)

Social engineering

Hucobk

Co0upane Ha
uH(popMalus OT
WHIUBUIN O€3
U3I0JI3BaHE HA
TEXHUYECKHU CPEJCTBA
(HampuMmep, JTbXKH,
TPUKOBE, MOAKYIHU WIH
3aruIaxm).

Intrusion
Attempts

Exploiting known
vulnerabilities

Cpenen

Onur fa ce
KOMITPOMETHUPA
CHCTEMa UJIU J1a ce
HapyIIU 1eJ0CTTa Ha
yciiyra, KaTo ce
W3T0JI3Ba YSI3BUMOCT
ChC CTaHAAPTU3UPAH
UaeHTU(UKATOP, KaTO
CVE ume (Hanmpumep,
buffer overflow,
backdoors, cross site
scripting, U T.H.).

Login attempts

Cpenen

MHokecTBO OIUTH 3a
JIoOTBaHE B cuctema (Tp.
guessing/cracking of
passwords, brute force).

New attack signature

Hucobk

Omnur 3a araka,
H3I10J13Ball] HOBH
TEXHUKH.

Intrusions

Privileged account
compromise

Cpenen

Unprivileged account

CpeneH

Ycneuien mpo6us B
cucreMa Hiu
OpUJI0KEeHHE (Ycayra).
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compromise

Application compromise

Cpenen

ToBa Moxke 11a €
HNPUYUHEHO
JOUCTAHIIMOHHO qpe3
H3M0JI3BaHe Ha
M3BCCTHA WUJIKX HOBA
y;ISBI/IMOCT, KaKTO U
JIOKAJTHO OT
HEOTOPU3HPAHO JIULIE.

Availabilit
y

DoS

Bucox

DDoS

Bucox

Sabotage

Bucox

B To3u Bup aTaka
cucremara ce
O6ombapaupa ¢ TOIKOBA
MHOTI'O ITaK€TH, 4€
MIPOIIECHUTE CE 3a0aBsT
WM cUCTeMaTa
6nokupa. [Ipumepu 3a
otaaneyeH DoS ca
SYN- u PING-flooding,
O6ombapaupane Ha
eJICKTPOHHA TT0IIIa U JIp.
(DDoS: TFN, Trinity u
np.) Benpeku ToBa
HAJIMYHOCTTA Ha
YCIIYTHUTE MOXeE J1a ObJie
3acer’ara u ot
JNEUCTBHUS HA JIOKAJIHO
HUBO (YHHUIIIOXKABaHE,
IpeKbCBaHe Ha
€JIEKTPO-3aXpaHBaHETO

U 7p.)

Informatio
n Security

Unauthorized access to
information

Cpenen

Unauthorized
modification of
information

Cpenen

OcCBEH JIOKaJTHA
3JI0YMOTPEOH C TaHHU U
CHUCTEMH, CUTYPHOCTTA
Ha nHpopmanusTa
MOXe€ 11a Oblie
3acTpanieHa 1 ot
YCIICLITHO
KOMIIPOMETUPAHE Ha
aKayHTU U
npuioxeHus. B
IONBbJIIHEHHE Ha TOBA ca
BB3MOKHH U aTaKH,
KOUTO MPUXBAIIAT U
JOCTBIIBAT
uH(pOpMaIUs IO BpemMe
Ha HEMHOTO TMpe/iaBaHe
(moacmyiBane,
MOJTPaBsSHE WU
IPUXBAIIAHE).
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Fraud

Unauthorized use of
resources

Cpenen

W3nomsBane Ha
pecypcu 3a
HEII03BOJICHHU LIEJIH,
BKITFOUUTEITHO TTAPUIHO
o0arojieTecTBaHe
(manpumep,
M3II0JI3BAHETO Ha
eJICKTPOHHA IT0IIIa 32
y4acTue B HE3aKOHHO
pasmpaliane Ha mIcMa
C el
oOJtaroeTesICTBaHe
WJIH YYaCTHE B
MUPAMHJIATHA CXSMH 32
M3TOYBAHE HA JJAHHU U
CpEJICTBA).

Copyright

Hucobk

[Tponax06a u
WHCTAIMpaHe Ha
HEITUTICH3UPAaHU KOTTUS
Ha THPTOBCKH coPTyep
WJIA APYTU 3alUTEHHU C
ImpaBa TbProBCKU
matepuanu (Warez).

Masquerade

Bucoxk

Bupose aTtaku, B KOUTO
€JIHO JIMIE HE3aKOHHO
npueMa CaMOJIMYHOCTTA
Ha JpyTo, 3a J1a ce
BB3M0JI3Ba OT HETO.

Phishing

Bucox

ATaka, npu KosiTo €
CBh3JaJIcHO KOIMe Ha
nerutuMHa WEB
CTpaHHIa, Mpe3 KOSATO
JKEPTBUTE ca
MOoJAMaMBaHH Ja
BBbBEXKIAT JUYHH JaHHU
WIH JIpyTa
KOH(HUACHITHATHA
nHpopMarus.
BnBeaennTe JaHHU ce
M3I10J13BaT I0-HATaThK
3a HE3aKOHHU
JIEMHOCTH.

Other

Bcuuku ocrananm

Hucobk

3a BCUYKHU MHIIUIEHTH,
KOWTO HE IOoITajaT B I10-
ropHata
KIacupUKaImoOHHA
cxema.
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